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Sustainable infrastructure is a key enabler of economic and social development, as
well as environmental sustainability. Quality infrastructure enhances productivity
and competitiveness, contributing to economic growth and employment, as well as to
facilitating international trade. Broad coverage of infrastructure services promotes social
inclusion and equity and supports the formation of human capital. Green infrastructure
safeguards local environmental quality while contributing to the global decarbonization
process. The challenge of delivering sustainable infrastructure services is a complex one
that goes far beyond “bricks and mortar” to encompass good policy, sound planning,
efficient procurement, smart regulation, transparent governance, affordable finance,
and functional markets. The Sustainable Infrastructure Series covers a wide range of
policy topics relating to network infrastructure services, including energy, multimodal
transportation, information and communication technology and digital development,
water and sanitation, and urban and rural infrastructure, as well as irrigation and flood
management.
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Foreword

Fifth-generation (5G) mobile technologies have the potential to unlock a
new wave of digital transformation, products, and services across the globe.
Providing significantly higher internet speeds, reduced latency, and an
enhanced capacity for simultaneous connections, 5G improves connectiv-
ity for individuals and organizations and offers diverse applications across
sectors. According to estimates by the GSM Association, 5G will add as much
as $950 billion to the global economy by 2030, with an increasing share from
developing countries toward the end of this decade. 5G rollout is well under
way, with nearly 300 operators in more than 100 countries launching com-
mercial 5G services by January 2024, contributing to an estimated 1.5 billion
connections worldwide as of the end of 2023.

Through its improvements in speed and performance, 5G can be a cata-
lyst for societal and economywide change and advancing the United Nations
Sustainable Development Goals. 5G can support productivity gains across
various sectors relevant to developing countries—{rom revolutionizing agri-
culture with precision techniques to reshaping urban living and sustainabil-
ity through intelligent transport systems and smart grids to bridging the gap
to quality education for all by supporting real-time virtual learning. By help-
ing drive global goals in health, education, energy, and infrastructure, 5G can
contribute to creating more sustainable, inclusive, and resilient economies
and societies.

Governments have a strategic role to play in unlocking 5G’s potential as
well as in simultaneously ensuring equitable access to meaningful connec-
tivity for all. Policy makers can enhance the conditions for 5G deployment
and adoption, including by managing spectrum proactively and providing
regulatory flexibility and frameworks to support network deployment not
only for 5G but also for telecommunications networks more generally. In
addition, policy makers must ensure rural and lower-income communities
are not overlooked, as these areas will continue to rely on earlier-genera-
tion networks and devices for the near future. To that end, it is important to
remain technology neutral and instead focus on the outcome of achieving
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universal, high-quality, and affordable broadband access. Finally, govern-
ments can safeguard against the potential risks of 5G and other mobile net-
work technologies, including by ensuring environmental sustainability and
protecting against cybersecurity threats.

As 5G’s rollout and adoption continue to grow, efforts must focus on lever-
aging these technologies’ strengths to build a more connected, resilient, and
sustainable world while minimizing risks. This report otfers policy makers a
detailed understanding of the opportunities for, challenges and risks of, and
strategies to establish a thriving ecosystem for 5G’s deployment and adoption
in the developing world. The World Bank is dedicated to fostering a global
digital environment that is accessible, secure, and forward looking, ensuring
that the benefits of 5G extend to every corner of an increasingly intercon-
nected world.

Guangzhe Chen
Vice President for Infrastructure
World Bank
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Executive Summary

INTRODUCTION

Deployments of fifth-generation (5G) mobile network technologies are tak-
ing off globally, with more than one billion connections reached by the end
of 2022. This deployment includes 5G trials, licensing, and network deploy-
ments. Interest among governments in understanding the implications of
this technology is rising as the numbers of base stations, use cases, and 5G
subscribers continue to grow.

This book provides an overview of the technical capabilities of 5G, discusses
how they may impact the information and communication technology (ICT)
industry, and explores how 5G can support the Fourth Industrial Revolution
(Industry 4.0) and help countries make progress toward the United Nations
Sustainable Development Goals (SDGs). The book also guides policy makers
to better understand the opportunities, challenges, and risks posed by 5G,
as well as steps that can be taken to establish an enabling ecosystem for 5G
deployment and adoption.

5G IS A SIGNIFICANT STEP FORWARD IN MOBILE
BROADBAND

The three main capabilities of 5G mobile technologies as compared with
fourth-generation (4G) mobile network technologies are much higher
speeds, lower latency (lag delay in data transmission), and enhanced capacity
for connecting large numbers of users simultaneously with minimal inter-
ference. 5G’s flexible design enables technologies to be adapted to different
circumstances and needs in both public and private campus network settings.
While maximum capabilities have yet to be fully achieved and commercial-
ized, target capabilities include peak data rates of 20 gigabits per second,
transmission latency of 1 millisecond, connection density of 1 million devices
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per square kilometer, and 100 times more network energy efficiency per data
traffic as compared with 4G.

The key underlying technologies that enable this functionality include
multiband spectrum usage, which can support different use cases; massive
multiple input, multiple output technology and beamforming, which enable
suppression of interference and higher spectral and power efficiency; mobile
edge computing, which enables ultra-low latency; network virtualization,
which allows for quicker system updates by virtualizing many functions;
and network slicing, which enables one physical 5G network to operate as
several customized virtual networks offering different services and perfor-
mance characteristics to suit various purposes. Some of these technologies
are revolutionary; others enhance or scale existing 4G-enabling technolo-
gies. The deployment model of 5G—whether as a standalone deployment
with a 5G core or a non-standalone deployment that integrates 4G core—
also has implications for the availability and performance capabilities of
these technologies.

5G WILL SUPPORT DIGITAL TRANSFORMATION AND CAN
HELP DEVELOPING COUNTRIES MEET THE SDGs

5G represents a significant shift in the role that mobile networks can
play in society. It builds on the capabilities of 4G Long-Term Evolution
through improvements in the speed and performance of which 5G net-
works are comparatively capable. The increased emphasis on industrial
and commercial applications in 5G could also enhance the productivity
and performance of business and public sector organizations, particularly
in developing countries where alternative forms of high-speed broadband
connectivity or ways to connect high-density devices in different sectors
are often limited.

The potential of 5G is still being explored by mobile operators and indus-
trial users. These applications will develop over time as networks are deployed
and users find new ways to integrate them into their processes. It is too early
for reliable assessments of the economic value of 5G, because most use cases
have not yet been fully tested—and are rarely being tested in developing
country settings. However, the following are current areas of investigation
that have potential for development:

e Precision agriculture, which entails real-time, micro-targeted optimization
of inputs such as water, fertilizer, and pesticides to enhance farm yields,
improve sustainability, and reduce waste along agricultural supply chains.

e Smart cities, which enable more sophisticated management of the urban
space; closer integration of urban systems and services; and better man-
agement of perennial urban challenges such as sprawling urban develop-
ment, congestion, pollution, and crime.
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e [ntelligent transport systems, which permit more proactive management of
multimodal transport networks and services and growing reliance on
autonomous vehicles, all of which can improve road safety as well as the
use of passenger time and road space.

e Smart grids, which support the transition to a more flexible, decentralized,
and renewable-based energy system while enabling a more sophisticated
management of energy demand and increasing the efficiency and efficacy
of infrastructure maintenance.

Some of these applications are being developed using earlier generations
of mobile technologies, but the enhanced functionality of 5G creates further
opportunities for more sophisticated solutions. In some contexts, the optimal
approach will be one based entirely on 5G networks. In others, it will be a
combination of 5G and earlier generations. Although peculiar aspects of 5G’s
technology and performance capabilities resulting from features like network
slicing have generated much excitement, new use cases with 5G are difficult
to predict, and the use cases that may unfold cannot be foreseen. As with ear-
lier generations of mobile network technologies, commercial use cases drive
transformational change, as was seen in the case of third-generation (3G)
mobile network technologies and subsequent developments with handsets
and applications.

5G NETWORK DEPLOYMENT WILL START IN URBAN
AREAS AND IS LIKELY TO COEXIST WITH OTHER
TECHNOLOGIES FOR MANY YEARS

As with the previous generations of mobile technologies, 5G is capital inten-
sive and will require network operators to invest large amounts in deploying
the new networks if 5G is to deliver on the technologies’ target performance
capabilities. This high level of investment is driven by the need for more
base stations than with previous mobile generations, increased fiber back-
haul to mobile sites, and a shift to multi-access edge computing, among other
requirements. Despite these drivers pushing costs upward, some factors, such
as network softwarization and infrastructure sharing, will reduce costs.

The economics of 5G mean that most deployments will initially be
focused in urban areas, which are more commercially attractive than rural
areas, particularly in developing countries. Industrial campuses will also be
early adopters of private 5G networks, deployed alongside (or replacing)
other modes of network connectivity. Applications of 5G networks in these
campus settings could be a key driver of network deployments outside core
urban areas.

The speed of the deployment and the extent of 5G’s penetration into rural
areas will vary by country. 5G fixed wireless access is one option for last mile
solutions in areas where fiber or copper is limited, but its viability and value
proposition will depend on a variety of contextual factors.
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In middle-income countries and those where the population is more geo-
graphically concentrated, the coverage of 5G networks could extend further,
including into semi-urban and rural areas. This expanded coverage would
open opportunities for deeper digital transformation in both the public and
private sectors.

5G’s HIGH DEPLOYMENT AND ADOPTION COSTS
CAN BE REDUCED

The cost of 5G network equipment—as well as of handsets and user
devices—is expected to decrease over time, as has been the case for previ-
ous generations of network technologies. Despite this reality, deploying a
5G network will remain expensive for developing countries; the cost has
generated debate among policy makers and other stakeholders on its value
proposition over 4G networks. The deployment costs can be reduced in
various ways, including the following:

e Addressing spectrum costs. High-spectrum license costs can negatively
affect the profitability of network businesses overall and may reduce
incentives to deploy networks in financially marginal areas, which
are often in rural settings. Governments must consider the trade-offs
between increased revenue generated through spectrum sales and the
potential implications for coverage and pricing of mobile services. Policy
makers can improve spectrum efficiency by supporting innovative meth-
ods of spectrum sharing for both licensed and unlicensed spectrum, as
well as by addressing the adequacy of available spectrum to support 5G’s
performance capabilities. Clarifying pricing and criteria for reallocating
bands and issuing technology-neutral spectrum licenses will help tele-
com operators transition from one service to another, thereby expediting
5G deployment.

e Upgrading network backhaul. The capacity of network backhaul—the
links that connect mobile sites to the rest of the network—is a key con-
straint on overall network performance. A majority of mobile sites in
developing countries use wireless microwave technologies for backhaul.
These technologies are cost-effective and flexible, but they are also subject
to limitations on network performance. Fiber-optic links are needed for
backhaul if 5G is to meet its performance potential. The high costs of these
technologies could be reduced through concerted efforts by governments
and network operators, such as by leveraging cross-sector infrastructure
sharing with the energy and transport sectors and the availability of right-
of-way access.

e Sharing public infrastructure. The costs of establishing mobile sites are
a major component of the overall cost of building a 5G network, largely
due to network densification. These costs could be reduced if governments
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made publicland, buildings, roadside infrastructure, electricity transmission
towers, and other types of infrastructure available to network operators.

e Enabling and encouraging network sharing. Regulatory frameworks that
encourage network sharing can substantially reduce the costs of 5G.

For many consumers in developing countries, the cost of 5G handsets is
likely to be prohibitive for adoption in the early years of network deploy-
ment. Although the experience of handsets for previous generations of
mobile technologies indicates that handset prices fall over time, 5G-enabled
handset affordability will remain a challenge for low-income households for
the near future. In most industrial and public sector applications of 5G, device
affordability for end users is a less significant constraint on adoption.

5G POTENTIALLY INCREASES SOME TYPES OF RISK THAT
MUST BE MANAGED BY GOVERNMENTS AND REGULATORS

Cybersecurity risks, health concerns, and environmental risks may erode
public trust and confidence in 5G networks. If they are not properly addressed
or managed, these concerns could become an obstacle for 5G adoption.

e Addressing cybersecurity risks. The wider and deeper application of broad-
band in business and government applications using 5G networks also
means that the consequences of cyberattacks on 5G networks could be
much more far-reaching as compared with earlier generations of mobile
networks. Despite the significant advances in establishing a more secure
network architecture through intentional “security by design” features,
5G introduces new intrinsic vulnerabilities such as software flaws and
supply chain risks. The increased data flows that 5G applications will yield
will also increase the surface area vulnerable to various forms of cyberat-
tacks. For countries with low cybersecurity capacity, the risk will be ampli-
fied considerably. It is expected that cybersecurity threats will continue to
evolve as 5G networks and use cases are commercialized. Risks may also
be amplified by the coexistence of 5G with less secure mobile generation
networks such as 4G. This issue underscores the importance of govern-
ments setting and enforcing minimum security standards and increasing
domestic capacity for managing cybersecurity risks.

e Managing environmental risks. Production and consumption of 5G tech-
nology may increase the carbon footprint of mobile networks and ICT
systems more broadly if the increase in data consumption and device and
equipment use exceeds the significant efficiency gains anticipated from
5G’s target technology capabilities. The increased data traffic over 5G net-
works will require significant data center capacity; consequently, the effi-
ciency and sustainability of these data centers will play an important role
in minimizing 5G’s overall carbon footprint. The associated accumula-
tion of e-waste from antiquated mobile equipment and internet of things
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devices will further compound environmental harm. Despite 5G being
designed according to stringent energy efficiency standards, especially
when compared with previous generations of mobile networks, initial
deployments have evidenced an upsurge in overall energy consumption
due to the wider variety of applications. This issue raises important con-
cerns about climate change for governments and industry. As of 2022,
further research is needed for accurate measurement and forecasting of
the net impact of 5G networks.

o Investigating health issues. Although public concerns about health risks
from exposure to electromagnetic fields associated with 5G and other
mobile technologies can be significant in some countries, concrete evi-
dence directly linking the use of wireless devices to general health issues
is lacking. As research continues, governments should actively update
their guidelines on exposure to electromagnetic fields and enforce com-
pliance based on the latest guidance and evidence produced by external
bodies such as the International Commission on Non-Ionizing Radiation
Protection, the International Telecommunication Union, the World Health
Organization, and others. Even in the absence of any scientific evidence
linking 5G networks to adverse health consequences, governments must
address public concerns and manage communications if disruption is to
be avoided. This work includes providing access to the latest evidence and
research that has been published by the aforementioned organizations
and other trusted institutions with expertise in this area.

DEPLOYMENT OF 5G NETWORKS CAN BE FACILITATED
THROUGH GOOD POLICY

Governments can enhance their country’s capacity to deploy and adopt 5G
in several policy areas, including strategic policy coordination, innovation
ecosystems, competition policy, spectrum management, and regulatory
frameworks.

¢ Define an integrated national vision for 5G. Countries should define a col-
lective, strategic vision for how 5G can advance the national development
agenda. Policy makers should devise their national 5G strategies to encap-
sulate assessments of their country’s position on each of the key building
blocks of 5G, notably, the existing coverage of high-speed mobile broad-
band (4G), fiber-optic backhaul, spectrum policy, regulatory frameworks,
and whole-of-government collaboration. The latter is important in the case
of 5G to ensure that the policy implications, which affect a wide range of
economic and social activities beyond the ICT sector, are considered in an
integrated fashion. A national vision for 5G should also include a focus on
demand-side initiatives, in consultation with the private sector and other
stakeholders.
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e Strengthen the innovation ecosystem. Where relevant to their economies,
governments should encourage industry to explore, innovate, and develop
business models that enable monetization of a 5G-enabled economy. Late
3G and early 4G adoption were driven by innovations in application soft-
ware that earlier technologies could not support. Therefore, more inno-
vation and focus on 5G-enabled services and applications that are not
possible with 4G are needed, accompanied by policy design to strengthen
the innovation ecosystem that can create an enabling environment to
spur this exploration. 5G trials and dedicated testbeds and labs can be
helpful tools because they focus on the entire process of business devel-
opment and not just on the technology itself. Parallel experimentation is
needed on the policy side through regulatory sandboxes and trial spec-
trum licenses, which can provide the private sector with the flexibility to
innovate and the public sector with the opportunity to learn how to adapt
the regulatory environment. As with a national strategic vision, the devel-
opment of a supportive innovation ecosystem for 5G should also focus
on demand-side initiatives in consultation with private sector and other
stakeholders.

e Consider optimal market structure. In recent years, some countries have
seen consolidation in the mobile market. One justification presented
for this consolidation has been to allow operators to finance the capital
investment required to compete. The investment implications of 5G have
prompted renewed calls to allow further consolidation in some markets.
The case for this is complex, and countries must consider carefully how
to balance competition and investment incentives among mobile network
operators in light of both the new competitive dynamics generated by 5G
as well as the enhanced opportunities for significant cost savings from
increased infrastructure sharing along with more flexible approaches to
spectrum and licensing.

e Release spectrum early. Regulators should enhance institutional capacity
to secure and release enough spectrum, including globally harmonized
pioneer bands, while avoiding the risk of spectrum fragmentation that
prevents 5G from delivering on design performance. Given that spectrum
allocation will not only be of interest to traditional telecom operators but
may also be relevant for industry verticals operating private networks,
regulators must strategically balance competing demands for spectrum
from new and incumbent users. The design of spectrum assignment meth-
ods, spectrum pricing, and spectrum licensing regimes all have a material
impact on the viability of 5G networks and associated investment incen-
tives. Regulators should be mindful of the transparency of spectrum assign-
ments and the affordability of spectrum fees. Because 5G non-standalone
deployment leverages existing 4G infrastructure, a technology-neutral
approach to spectrum licensing is important, and allowing licensees to
re-farm spectrum to use it in the most efficient way could achieve signif-
icant gains. To address increasing data traffic in 5G, spectrum authorities
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also should pay attention to the role of unlicensed technologies, such as
next-generation Wi-Fi, and to balance the use of licensed and unlicensed
spectrum in the spectrum management framework. Carrier aggregation
within the same technology in different frequency bands and across var-
ious technologies will also need a flexible and forward-looking approach.

e Introduce regulatory flexibility. Providing greater flexibility for network
deployment through regulatory accommodations is critical for reduc-
ing costs and improving the viability of network deployment. Facilitating
access to passive infrastructure, such as buildings and streetlights, for sites
through a supportive policy and regulatory framework will help ease net-
work deployment. In addition, governments should improve the regu-
latory environment to support and encourage backhaul investment and
infrastructure sharing among operators.

Policy makers should focus on setting the enabling environment early,
even while investment plans remain under deliberation, particularly given
that most of the best practices that can ease the path to becoming a 5G
nation also reflect best practices for general telecommunications policy and
regulation.

As the next generation of mobile network technologies, 5G is a signifi-
cant step forward in terms of network capabilities. Its enhanced performance
and ability to be integrated into industrial and commercial processes provide
new opportunities and use cases for businesses and governments. However,
as with previous generations of mobile technologies, the deployment of 5G
infrastructure in the developing world may proceed more slowly due to
structural impediments. These issues include the relatively low density of
demand, the high costs of base stations and antennas, the limited availabil-
ity of fiber backhaul, and the prohibitive costs of 5G-enabled handsets and
associated data packages, as well as broader digital development challenges
around digital skills, digital trust, and locally relevant content. Nevertheless,
governments can do much through policy and regulatory measures to sig-
nificantly reduce deployment costs, mitigate potential risks, and ease the
path to a 5G future.
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Overview of 5G Technology:
Capabilities and Global
Adoption Trends

KEY MESSAGES

¢ The three main capabilities of fifth-generation (5G) mobile network tech-
nologies as compared with fourth-generation (4G) mobile network tech-
nologies are much faster speeds, lower latency, and enhanced capacity for
simultaneously connecting large numbers of users.

e 5G’s key design principles are flexibility and modularity. 5G can be adapted
to the circumstances and needs of consumers, businesses, government,
and both public and private campus network settings.

e 5G will coexist with earlier generations of mobile technology for some
time, the extent and duration of this coexistence will vary between coun-
tries, and its development can be encouraged where commercially feasible.

e Although 5G trials and pilots are being tested in most countries, the major-
ity of commercial 5G networks and adoption is in high-income countries
as of 2023.

¢ In many developing countries, the initial adopters of 5G are likely to be in
industrial sectors with specialized requirements, such as manufacturing,
before wider adoption by consumers.

e Variance in 5G deployment and adoption may contribute to an expanded
digital divide between high- and low-income countries and between
urban and rural areas—particularly in the medium term. However, the
practical effect of the divide may not be as severe as with previous digital
divides and can be mitigated with alternative modes of high-speed mobile
connectivity to achieve broader development outcomes.
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INTRODUCTION

5G mobile network technologies have been the subject of intense public
interest long before they left the proof-of-concept stage. These technologies
have the potential to deliver data up to 20 times faster than 4G Long-Term
Evolution (LTE), with a nearly imperceptible delay (also known as “latency”),
while simultaneously connecting large numbers of devices. Given its high
performance capabilities, 5G is prompting governments and policy makers to
think differently about the role that mobile networks play in society—partic-
ularly when integrated with other Industry 4.0 technologies, such as artificial
intelligence (AI), cloud services, and edge computing—and how they should
strategically prepare their countries for the changes ahead.

Mobile technologies have radically reshaped modern life and catalyzed
economic growth around the world. The first generation of cellular mobile
communications debuted in the 1980s, with each subsequent generation
manifesting about every 10 years. Second-generation (2G) mobile network
technologies added narrowband data services in the mid-1990s, making it
possible to carry limited amounts of data. With the development of the Global
System for Mobile Communications standard, third-generation (3G) mobile
network technologies expanded to wideband communications and inaugu-
rated videoconferencing. Along the way, handsets evolved into smartphones,
and 4G became a priority, offering better data handling for media, applica-
tions, and communications. The arrival of 5G holds even greater potential,
with a peak data rate under ideal conditions set at 20 gigabits per second and
a target latency rate of 1 millisecond (ITU 2015).

The transition to 5G will be challenging for all countries—especially those
with developing economies. The cost associated with 5G site architecture will
make it difficult to attract investments for deployment, especially in rural
areas, unless incentives are offered. The lower average revenue per user in
these settings further reduces the attractiveness of the investment. For mobile
network operators, extending the existing 4G LTE infrastructure—and inte-
grating it efficiently with 5G deployments—will be difficult and expensive.
This issue is partly due to the cost of upgrading networks, but it also reflects
significant innovations in the design of mobile networks. These challenges
are expected to be magnified in developing countries, where networks can
be more expensive to operate.

That said, when 5G is viewed in the context of the sectors where it has
the greatest potential—manufacturing and private business campuses—the
affordability equation changes, especially under favorable spectrum assign-
ments. 5G’s modularity permits improvements in mobile data handling to be
applied directly to business requirements, offering the potential for substan-
tial gains in productivity.

This publication explores the latest innovations in mobile technology, the
opportunities created by 5G across key sectors, fundamental risks around
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deployment, and policy and regulatory options to address some of these
challenges. A key objective is to help policy makers in developing countries
understand how they can plan ahead to ease the introduction of 5G and
maximize the potential value it can provide, given national development
objectives.

This introductory chapter sets the stage by describing 5G technologies,
standards, enablers, and trends. Chapter 2 examines 5G’s potential in greater
detail, focusing on Industry 4.0 and key sectors. Chapter 3 analyzes the
risks associated with 5G networks, focusing on cybersecurity, sustainability,
and health concerns. Chapter 4 concludes with a discussion of policy and
regulatory challenges and recommendations across priority aspects, including
spectrum management, regulatory frameworks, market structures, business
models, fiscal regimes, institutional governance, and capacity building.

Although this book provides a comprehensive overview of what 5G
mobile network technologies could mean for developing countries, it is by
no means an exhaustive review of 5G’s impact in every aspect of a coun-
try’s economy. The goal is not to advocate for any specific technology, rang-
ing from other mobile generations such as 4G LTE to the evolving wireless
802.11 standards (the Wi-Fi family of local network systems that usually
reach up to 100 feet)—all of which have unique advantages, depending
on circumstances and technical requirements. Instead, the book’s objective
is to provide a balanced overview of the significant opportunities that 5G
offers, some key risks, and how government decisions can ease the path to
deployment.

A key motivation for this publication was to respond to growing inqui-
ries from governments about the rapid development of 5G technology and
how to prepare for future deployment. This book fills a gap in the ongoing
discourse by focusing more on the implications of 5G for developing coun-
tries, which vary by digital maturity. Much of the literature to date skews
toward 5G’s economic benefits and sectoral opportunities in developed
countries with more mature industries, with less attention paid to alterna-
tive connectivity options or the challenging circumstances faced by govern-
ments in developing countries, which may necessitate a difterent approach
to policy design. Therefore, this book focuses on options for policy mak-
ers in developing countries that would maximize the gains from enhanced
5G connectivity while also facilitating network connectivity more broadly,
regardless of technology choice or deployment timing.

Some findings and forecasts presented in this book are time limited
due to the rapidly evolving nature of 5G technologies and associated sup-
ply chains, the economics of deployment, innovations with new business
models, and evolving geopolitical considerations. Readers are encouraged
to use this book as a preliminary guide to key topics for low- and middle-
income countries, along with other reports that provide deeper dives into
the evolving landscape.
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5G DESIGN PRINCIPLES, CAPABILITIES, AND
ENABLING TECHNOLOGIES

The definition of 5G is derived from the International Telecommunication
Union (ITU), which endorses the development of standards for all genera-
tions of cellular network systems. 5G is also called “IMT-2020,” with “IMT”
signifying international mobile telecommunications and “2020” being the
anticipated year of commercial launch, following earlier ITU goals such as
IMT-2000 for 3G.2 Each generation of mobile technology standards is defined
by a series of vision statements and performance requirements to which
countries agree through the ITU. The 3rd Generation Partnership Project
(3GPP)—an independent consortium of seven organizations devoted to
the development of telecommunications standards—then transforms those
agreements into detailed technical standards for the development of products
and services, which the ITU then considers for endorsement.?

5G is still evolving, and its improvements are identified by release num-
bers. 3GPP Standards Release 15 marked the first phase of 5G’s introduction
in 2018, defining the fundamental technologies for radio access nodes and
core network functions. These standards enabled the first wave of 5G prod-
ucts to be designed and promoted. Release 16 was published in July 2020,
and Release 17 was published at the end of 2022.* These releases extend
existing capabilities with new network management tools and add features
addressing the needs of new user groups and deployment scenarios, such as
the industrial uses of the internet of things (IoT), operations in unlicensed
spectrum, and intelligent transportation systems (Peisa et al. 2020).

From 4G to 5G: Design Parameters, Key Improvements, and
Deployment Strategies

In its IMT-2020 vision statement, the ITU identified eight parameters that
give 5G its unique profile and enable a large set of use cases (ITU 2015)
(refer to table 1.1).> As of 2023, the commercial 5G networks that have been
deployed remain far from their maximum capabilities across all targets, and
so maximum performance capabilities should not be expected. At the same
time, trade-offs exist between peak data rates and latency.

5G is designed to accommodate continuing growth in mobile data traffic
and to provide a user experience with high speed and responsiveness while at
the same time exceeding fixed networks in accessibility and versatility. Its key
design principles are flexibility and modularity, which allow it to be applied
in many use cases and scenarios. “Modularity” refers to 5G’s capacity to inte-
grate various combinations of “radio, baseband, and cloud technologies flexi-
bly across multiple spectrums and distributed architectures” (Headrick 2019).
Thus, 5G can be adapted by circumstances and needs, making it promising
for business, industry, and consumers given the changes in user demands,
which include higher expectations for instantaneous connectivity; a shift in
emphasis from human-to-human communications to machine-to-machine
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Key target capabilities of 4G and 5G

Capability Description 4G 5G

Peak data rate Maximum achievable data rate under ideal 1 Gbit/s 20 Gbit/s
conditions per user or device

User-experienced  Data rate available to mobile users and 10 Mbit/s 100 Mbit/s

data rate devices throughout the coverage area

Latency Radio network’s contribution to the time 10 ms 1ms

elapsed between the source sending a packet
and the destination receiving it

Mobility Maximum speed at which a defined quality of 350 km/h 500 km/h
service and seamless transfer between radio
nodes belonging to different layers or radio
access technologies can be achieved

Connection Total number of connected or accessible 10° devices/km? 106 devices/km?
density devices per unit of area

Network energy For networks, “energy efficiency” refers to 100 times more
efficiency the quantity of information bits transmitted than 4G

to and received from users per unit of energy
consumed by the radio access network

Spectrum Average data throughput per unit of spectrum 3 times more than 4G
efficiency bandwidth, per cell

Area traffic Total traffic throughput per geographic area 1 Mbit/m? 10 Mbit/m?

capacity

Source: ITU 2015.

Note: 4G = fourth-generation mobile network technologies; 5G = fifth-generation mobile network technologies;

Gbit = gigabit; h = hour; km = kilometer; m = meter; Mbit = megabit; ms = millisecond; s = second.

communications; and support for exponential growth in data traffic, high
user density, and high mobility communications (for example, crowded
express trains, congested city centers, or thronged sporting events).

The first version of 5G, which was the basis of most commercial launches
as of 2022, was engineered to operate alongside an existing 4G LTE net-
work upgraded to support 5G devices. The 5G core network is also designed
to work within a heterogeneous network and be accessible via 5G New
Radio, 4G, Wi-Fi, or the fixed wireless broadband network (GSM Association
2019d). These critical features can help accelerate 5G adoption while also
enabling multiple strategies for deployment based on existing systems and
economic considerations.

Although 5G has the capacity to outperform 4G on every parameter, the
improvements that likely will have the most impact are speed and latency.
As shown in table 1.1, a 5G user can attain a peak data transfer rate that
approaches 20 billion bits per second under ideal conditions (which requires
being close to the base station, among others)—20 times faster than that pos-
sible with 4G LTE. This improvement is due to broader bandwidth, advanced
antenna technology, and 5G’s threefold gain in spectrum efficiency, as mea-
sured by the amount of information that can be transferred over a given
bandwidth (ITU 2015). The peak values in table 1.1 represent theoretical
maximums, rather than commercially available or even possible thresholds,
given the near-perfect conditions that would be required to achieve them.
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Consequently, these figures should be used for comparison with similar the-
oretical peaks set for 4G.

Latency, which is also called “lag” or “delay,” measures the time it takes
for a data packet to reach its destination and for a response to be sent back,
facilitated by the radio network (the time it takes for a “ping” to traverse
the radio interface). 5G commercial networks will have a noticeable impact
on user experience and enable new applications across sectors and use
cases where the least possible latency is needed, and these etfects will be
even more acute where mobile computing is enabled at the edge of net-
works, closer to the end users. The ITU groups dozens of 5G use cases into
three general usage scenarios—enhanced mobile broadband; ultra-reliable,
low-latency communications or mission-critical, machine-type commu-
nications; and massive machine-type communications or massive IoT—as
presented in table 1.2.

Migrating from 4G to 5G does not require turning off and replacing
an old network with a new one. 5G allows a range of deployment strat-
egies, including gradual transitions that can be tailored to the needs of
specific operators in specific locations in specific markets. Thus, the transi-
tion from 4G LTE to 5G includes the option of using an upgraded 4RepuG
core network to support connectivity with new 5G radio and 5G-enabled
user equipment. This option is known as “non-standalone.” Most early
commercial 5G launches have taken this path.

Proposed 5G usage scenarios and use case examples

ITU usage scenario

Description

Use case examples

Enhanced mobile
broadband?

Mobile broadband addresses the human-
centric use cases for access to multimedia
content, services, and data. The enhanced
mobile broadband scenario entails new
application areas and requirements in addition
to improved performance and a seamless user
experience for existing mobile broadband
applications.

Enhanced indoor and
outdoor broadband
Enterprise collaboration
Augmented and virtual
reality

Ultra-reliable, low-
latency communications
or mission-critical,
machine-type
communications

This use case has stringent requirements for
throughput, latency, and availability.

Autonomous vehicles
Smart grids

Remote patient monitoring
and telehealth

Industrial automation

Massive machine-type
communications or
massive loT

Characterized by many connected devices
typically transmitting a relatively low volume
of non-delay-sensitive data. Devices are
required to be low cost and have a long
battery life.

loT

Asset tracking
Smart agriculture
Smart cities
Energy monitoring
Smart home
Remote monitoring

Source: ITU 2015.

Note: |oT = internet of things.

a. IHS Markit (2019) and GSM Association (2019d) consider fixed wireless access an enhanced mobile broadband use case.
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Alternatively, 4G components can be replaced with a 5G core network
and 5G New Radio to create a “standalone” 5G network that offers the full
range of 5G performance improvements that more closely approach peak
capabilities. Realistically, standalone is likely to be a long-term process,
extending over the next decade in developing countries, as many countries
are still constructively using earlier mobile technologies to support devel-
opment objectives.

Key Enabling Technologies for 5G Networks

Among the many technologies that account for 5G’s unique functionality
and performance, the following are the most significant:

e Multiband spectrum usage, which includes the high-band space above
24 gigahertz (GHz), also referred to as the “millimeter wave (mmWave)
spectrum”

e Multiple input, multiple output; massive multiple input, multiple output
(mMMIMO); and beamforming antennas

e Mobile edge computing
e Network softwarization
e Transmission, backhaul, and xHaul technologies.

Some of these technologies are evolutionary; others enhance or scale
existing 4G-enabling technologies. The technologies support non-standalone
5G and standalone 5G systems, as described later in this chapter.

e Non-standalone 5G. Approved in December 2017 as part of 3GPP Release
15, the non-standalone 5G architecture introduces a new 5G radio access
network (RAN) alongside upgrades to existing 4G networks. Its capacity
for dual connectivity supports links to 5G user equipment with 4G and
5G New Radio systems. Combining a 4G core with a 5G RAN can open
new frequency ranges and use techniques such as mMIMO, beamform-
ing, and carrier aggregation.

Signals from both 4G and 5G New Radio can be combined to
increase usable bandwidth (DeTomasi 2018), which raises spec-
tral efficiency, increases network capacity, and boosts performance
by leveraging already deployed 4G LTE networks and base stations.
So far, most countries launching 5G have used the non-standalone
configuration.

e Standalone 5G. Approved in June 2018 as part of 3GPP Release 15, the
standalone architecture is an end-to-end 5G network that can operate
independently of a 4G core network and is not “backward compatible.”
When fully standardized, instead of relying on dedicated hardware, the
standalone core will enable cloud-native and service-based architecture to
support network slicing, software-defined networking, network virtualiza-
tion, and mobile edge computing.
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The technological attributes of the five 5G-enabling technologies are pre-
sented in the following section, and relevant policy and regulatory implica-
tions are presented in chapter 4.

MuLTIBAND SPECTRUM USAGE AND MMWAVE

Radio frequencies are needed to connect the users of a network with an
access point. 5G networks are currently being allocated bandwidth under
3GPP standards across a range of frequency bands. Frequencies below 1 GHz
constitute the low band, as noted in table 1.3. The mid band consists of fre-
quencies between 1.5 and 7.12 GHz, and the high band consists of frequen-
cies above 7.12 GHz.

So far, the focus for 5G introduction has been on the mid band (espe-
cially 3.5 GHz), as it offers a good combination of coverage and capacity.
Although the high band enables mmWave (for example, 26 GHz or 28
GHz), which is essential for realizing the high data transfer rates of 5G, its
coverage areas are small. The different spectral characteristics of the three
bands correspond to different usage scenarios and raise different policy

questions, as summarized in box 1.1.

Frequency bands internationally designated for IMT identification

Band group Spectrum band IMT identification
Low band 614-698 MHz 614-698 MHz was identified
(below 1 GHz) 694-790 MHz for IMT in some region 2

countries at WRC-2015.
694-790 MHz was allocated to
mobile services at WRC-2012
and became effective after
WRC-2015.

Mid bands
(1.5-712 GHz)

1,427-1,518 MHz

3,300-3,400 MHz (33 African countries, 6 Asian
countries, and 6 Latin American countries)
3,400-3,600 MHz (not all countries in Region 3)
3,600-3,700 MHz (Canada, Colombia, Costa Rica, and
the United States)

4,800-4,990 MHz (worldwide on a primary basis,
although not adopted by all countries)

Global IMT identification
occurred at WRC-2015. The
WRC-23 agenda includes a
review of the 6 GHz band
and whether it should be
allocated to mobile for IMT
identification.

High bands
(above 712
GHz)

24.25-27.5 GHz

37-40.5 GHz

40.5-42.5 GHz

42.5-43.5 GHz

45.5-47 GHz (in 53 countries, mostly in Africa but
including Brazil, the Republic of Korea, and Sweden)

47.2-48.2 GHz (in Region 2, plus 69 countries in Regions

1and 3, including Australia, India, Japan, and the
Republic of Korea)

66-71 GHz (potential use for multiple gigabit wireless
systems on a license-exempt basis)

Global IMT identification
occurred at WRC-19 (with
some restrictions on land
mobile service use for the
24.25-27.5 GHz, 37-43.5 GHz,
and 47.2-48.2 GHz bands).
45.5-47 GHz and 66-71 GHz
bands can also be used for
aeronautical and maritime
mobile services.

Sources: GSM Association 2021b; Moura Gomes 2021.
Note: WRCs are held every few years to update the International Radio Regulations. 614-698 MHz is not identified for IMT in
Region 1 (Africa, the Commonwealth of Independent States, Europe, the Middle East west of the Persian Gulf, including Iraq
and Mongolia) or Region 3 (the Federated States of Micronesia, the Solomon Islands, Tuvalu, and Vanuatu in the frequency
band 470-698 MHz, and Bangladesh, Maldives, and New Zealand in the frequency band 610-698 MHz). GHz = gigahertz;
IMT = international mobile telecommunications; MHz = megahertz; WRC = World Radiocommunication Conference.
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BOX 1.1
5G frequency ranges, spectrum bands, and usage scenarios

Low Band

Because most early fifth-generation (5G) mobile network technologies are
anchored in existing fourth-generation (4G) mobile network technologies
infrastructure, they can use frequencies designated for 4G if the mobile net-
work operator and regulator agree. Low-band 5G has channel widths similar
to 4G. The increased data speed is due to 5G’s greater spectral efficiency,
influenced by antenna characteristics and distance from the base station. 5G
should normally be at least 20 percent faster than 4G Long-Term Evolution
(LTE) in the same bandwidths. The lower the frequency, the longer distances
signals can travel and the better the coverage. Therefore, base stations can
be more widely separated, making for lower-cost coverage extending beyond
urban and suburban areas into rural areas. Low-band signals also penetrate
walls to serve indoor users.

Operators can offer 5G technology using LTE frequencies over low-band spec-
trum using dynamic spectrum sharing, which intelligently switches frequency
channels between 5G and LTE depending on the number of users or changes
in traffic. This innovation has been used by operators (such as AT&T and Veri-
zon in the United States) to expand 5G coverage rapidly (Fletcher 2020).

Mid Band

Mid band includes frequencies in the 1.5-7125 gigahertz (GHz) range, which
is emerging as the favored choice among commercial telecom operators and
policy makers. 5G can deliver more data in this frequency range than in the
lower range. Although 5G can be licensed for nationwide coverage, a few
countries, including Germany,? have offered private companies the exclusive
use of a portion of the band.

High Band

High band provides 5G’s fastest data speeds, as spectrum assignments
above 7.125 GHz can carry more data. However, the waves travel only a
short distance, and walls, trees, and people can block them. The high band’s
limited signal range is a problem for serving thinly populated areas, and
easy blocking compromises deployments in cities. Telecom operators must
invest in massive multiple input, multiple output and beamforming tech-
nologies to make up for the fragile nature of the waves in this band. Thus,
the private sector’s appetite for developing uses in this band may be low.
Governments can promote innovation by increasing the demand for use
cases through research and development, public-private partnerships, and
foreign direct investment. Cases exist in which the limitations of the high
band are not a problem, such as on business campuses and for localized
applications within a custom network.

a. For Germany’s provision details, refer to https://www.bundesnetzagentur.de/DE/Sachgebiete
/Telekommunikation/Unternehmen_Institutionen/Frequenze.
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5G requires a mix of low, mid, and high bands to support all use cases.
Table 1.4 summarizes key 5G performance variables for the bands in the
spectrum.

In the 5G era, policy makers and regulators must strengthen their capac-
ity for spectrum management to make larger contiguous blocks of spectrum
available and improve network performance for consumers. With increasing
demand for limited spectrum from private companies, policy makers should
maximize the social value of spectrum allocations over maximizing revenues.
Policy makers can also allow innovative methods of spectrum sharing for both
licensed and unlicensed spectrum to improve spectrum efficiency. Providing
trial spectrum bands to encourage innovation will help enterprises to explore
new 5G use cases. Clarifying pricing and criteria for reallocating bands and
issuing technology-neutral spectrum licenses will help telecom operators tran-
sition from one service to another, thereby expediting 5G deployment.

MMIMO AND BEAMFORMING
mMIMO can integrate many antennas on a radio panel. This innovation
can enable suppression of multi-user interference between data streams
and achieve spectral efficiency (Lu et al. 2014). Arrays of up to 64 trans-
mitting and 64 receiving antenna elements (64T64R) are being developed
for 5G (Chataut and Akl 2020). These large arrays achieve high spectral
efficiency and higher data capacity but require sophisticated hardware and
software for signal processing and two to three times more electric power
than 4G (Clark 2019). Photo 1.1 illustrates a 5G base station with a 64T64R
mMIMO radio with 64 antenna elements.

mMIMO enables beamforming, which in turn minimizes interference, a
key benefit of 5G over previous mobile network technologies. Using active
antenna arrays with associated signal processing enables the base station to

Summary of performance variables for 5G spectrum

Variable Low band 5G Mid band 5G mmWave 5G
Typical 5G bands 600 MHz 2.6 GHz 24 GHz, 26 GHz, 28 GHz
(ITU region dependent) 700 MHz 3.3 GHz, 3.5 GHz 39 GHz, 40 GHz

800 MHz 3.7 GHz, 4 GHz 47 GHz, 50 GHz
Typical spectrum 2x10 MHz 80-100 MHz 1,000 MHz recommended

assignments

recommended In
EU, often lower

100 MHz in FCC 103 auction

Relative speeds

20% faster than LTE

6x faster than LTE

10x faster than LTE

] .
= collectively large

Coverage Good Average Poor

(typical cell radius) 2-4 km 0.5-2 km 100-500 m

Economics P ’,/'\

(cost to cover an area) . Very good \ ' Average (") Very poor

Antenna size ==ms |ndividually small
. Large M smaller EEEE v ’

Source: Behar 2019; Remmert 2022.

Note: 5G = fifth-generation mobile network technologies; EU = European Union; FCC = US Federal Communications

Commission; GHz = gigahertz; ITU = International Telecommunication Union; km = kilometer; LTE = Long-Term
Evolution; m = meter; MHz = megahertz; mmWave = millimeter wave (the high-band space above 24.25 GHz).



OVERVIEW OF 5G TECHNOLOGY: CAPABILITIES AND GLOBAL ADOPTION TRENDS n

5G base station with a 64T64R mMIMO radio antenna array

Source: Hardesty 2019.
Note: In the photo, the plastic cover of the array has been removed. 5G = fifth-generation mobile network technologies;
64T64R = 64 transmitting and 64 receiving antenna elements; mMIMO = massive multiple input, multiple output.

transmit slightly different variations of the same signal, which constructively
interferes at a point in space away from the antenna. This concentrated signal
toward a specific device refers to “beamforming.”

In urban environments, signals may ricochet off nearby buildings and
reach their target indirectly, which may cause an unintended echo effect,
with multiple copies of the same signal being received. mMIMO receivers
account for this by using signal-processing algorithms to combine data from
all return paths (correcting for differences in path length) to improve the
quality of the received signal.¢ The result is a tightly focused link, or beam,
between a sender and receiver with less power wasted, less interference, and
better support for more communicators. Figure 1.1 illustrates how mMIMO
and beamforming technologies are used together to provide optimal cover-
age of areas using 5G networks.

Concerns about the potential health effects of 5G increased signifi-
cantly during the COVID-19 pandemic, with mMIMO and beamforming
attributes of the technology sometimes cited as potential risks. Although no
scientific evidence confirms the fears about the adverse health effects of 5G
radiofrequency waves, governments should strengthen institutional capac-
ity to develop, monitor, and implement relevant public health standards. In
addition, regulators should consider harmonizing power density limits in
accordance with international guidelines, to allow more flexibility for tele-
com operators in 5G deployment. mMIMO and beamforming technologies
will increase the energy consumption of 5G networks over 4G.
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Active antenna systems and mMIMO

4x4 antenna array

User by user beamforming
(MIMO processing) 8x8 antenna array
16 antenna VA
connection - 64 antenna

Multiple users
per cell

Cell1

4

connection

2 ] a
(R & =y Ve e
| I T .
| P ~ : ‘
L & L L1
Active a @. f ) :
antenna a - Massive MIMO
system 2 & system

S

Single adaptive cell

Source: Newsome, Parekh, and Matharu 2018.
Note: mMIMO = massive multiple input, multiple output.

MosgiLE EDGE COMPUTING

5G’s ultra-low latency is further supported by mobile edge computing
(although 5G standards do not presume the availability of this network archi-
tecture). In conventional cellular networks, communications to and from
subscribers are processed in a data center beyond the 5G network. Mobile
edge computing reduces the need to send everything to and from the core.
Some processing can occur close to the subscriber, which reduces the time
needed to process and route data through the network and shrinks the band-
width needed to link mobile sites with the core network, a process known
as “backhaul.” Mobile edge computing can also be used to store and run the
radio software that formerly was embedded in each base station.

On the one hand, depending on the number, size, and complexity of edge
computing centers, this site architecture may be more costly to implement
than pre-5G designs. This issue may lead operators to rent “edge cloud” capac-
ity from third parties (Taleb et al. 2017) to bring computing and storage to the
edge of the local network. On the other hand, mobile edge computing may
yield greater savings due to the reduced need for bandwidth in the network
backbone. The economics are contingent on the details of the configuration.

NETWORK SOFTWARIZATION

Changing or adding a new function to a network traditionally requires mod-
ifying or replacing hardware. However, an ongoing trend with 5G is to sep-
arate hardware from software, which can reduce replacement of hardware
where software updates can suffice. By implementing functions using soft-
ware, it is possible to update the network without site visits from technicians.
This approach also reduces the amount of specialized hardware required
by networks, which could reduce capital investment in instances in which
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capital expenditure for hardware replacement is greater than the operating
expenditure needed to support software integration.”

Although traditional hardware-software solutions may have superior
technical performance over “off-the-shelf” hardware, innovations within
the industry are advancing rapidly toward supporting this decoupling. Key
benefits include reduced vendor lock-in with hardware and reduced barri-
ers to market entry among new vendors of software and generic hardware.
However, this new dynamic does not preclude the risk of vendor lock-in
with software.

Earlier cellular generations had projects like OpenAirInterface, OpenBTS,
OpenCellular, OpenLTE, and srsLTE, which enabled low-cost, community-
owned networks to develop in areas lacking commercial service (Song 2016).
These earlier projects typically were small, whereas current 5G projects are
backed by large corporations and governments. Furthermore, 5G standards
are designed to encourage the disaggregation and virtualization of functions,
whereas in earlier generations, experimenters had to overcome the stan-
dards’ lack of support for such strategies. The major suppliers supply virtu-
alized networks, which are vertically integrated between the software and
hardware components. While virtualization results in various forms of effi-
ciency, due to, for example, increased operational flexibility, it does not imply
the more complicated disaggregation of networks, which is becoming more
practical as open RAN standards develop.

As discussed in chapter 3, the characteristics of softwarization increase the
vulnerability of 5G networks to coding errors, covert introduction of “back
doors,” and cyberattacks. However, this approach has many advantages,
including faster implementation of changes; greater transparency, flexibility,
and configurability; and potentially large cost savings.

Beyond the goal of implementing the network as generic, off-the-shelf,
vendor-neutral hardware, network softwarization enables cloud networking.
Through cloud networking, users have access to hyperscale cloud providers
without having any hardware other than radio units. This approach not only
lowers the cost of initial network deployment but also provides access to Al
technologies embedded in cloud companies.

In addition, network slicing enables one physical 5G network to operate
as several customized virtual networks offering different services and per-
formance characteristics to different users on the same platform. Network
slicing enables new forms of wholesale access, supporting a greater degree of
service differentiation.

Threats exist to software-defined networking and network virtualization
and slicing. Relevant mitigation measures should be detailed in the cyberse-
curity paradigm. In addition, regulators must take a balanced approach to net
neutrality in the context of network slicing so as not to hinder innovation.

TrRANsMISSION, BAckHAUL, AND XHAUL TECHNOLOGIES
The final critical enabling technology for 5G is related to the technologies
that carry data between parts of the network, referred to as “transmission,”

13
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“backhaul,” and “xHaul.” When data packets for communications travel
by radio from the handset to the base station, they have only begun the
journey. These data packets move from the base station to their final
destinations through what is traditionally referred to as a “backhaul
network,” which links a mobile operator’s RAN with the network core.
These links can involve various materials and technologies, microwave,
optical fiber, and satellite transmissions.

Point-to-point microwave is a common form of backhaul that, in some
cases, can be used for transmission. Microwave installs quickly and does not
require excavations that disrupt street traffic. Globally, a vast majority of all
mobile backhaul is currently implemented with microwave, although the
percentage varies significantly by region (Lombardi 2019).

The upfront installation costs of microwave are lower than those of opti-
cal fiber. However, microwave networks consume more power than fiber
networks, which must be considered when evaluating the lifetime costs of
various technologies. Moreover, microwave networks have lower capacity
than fiber-optic networks.2 As mobile data traffic has increased in volume,
operators have increasingly deployed fiber in their backhaul and transmis-
sion networks. Unfortunately, installing fiber is time consuming and costly,
and permits may be required to stop traffic and dig up streets. Therefore,
microwave deployment in low-income countries and rural areas has been
limited, although this situation may change.

Satellites provide another long-distance backhaul option. Traditionally,
this option has utilized a high-altitude orbit, which creates significant latency
owing to the distance signals must travel. Projects are under way to launch
small, low-orbit satellites to support mobile broadband. Low-orbit satellites
move across the sky quickly, so large numbers are needed to prevent the loss
of connectivity (Tikhvinskiy and Koval 2020). Since IMT Release 14, 3GPP
has been developing standards for low-orbit satellite backhaul in areas with-
out adequate terrestrial infrastructure (3GPP 2018).

The question of which medium is more cost effective for backhaul
depends on the time frame, volume of data traffic, and physically avail-
able options where base stations are located. Looking ahead, the GSM
Association estimates that by 2027, the use of fiber and satellite for back-
haul will continue to grow globally as a percentage of total backhaul,
while copper connections will continue to decrease, reflecting a recent
trend, as illustrated in figure 1.2.

Table 1.5 summarizes the current backhaul options presented in this sec-
tion, although copper is listed only as a reference point because it is not a
realistic consideration for supporting the 5G network backhaul.

Given that backhaul capacity is a key determinant of 5G network perfor-
mance, policies accelerating the buildout of backhaul that is scaled propor-
tionally to network performance are critical. As optical fiber is the preferred
5G backhaul, especially in areas of high data traffic, priority should be given
to establishing a fiber-ready environment, for example, by providing a favor-
able environment for investment and promoting the use of so-called “dark
fibers” (pre-installed in anticipation of future use).
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FIGURE 1.2 GSM Association forecasts for global backhaul connections, 2025 and 2027

a. Forecasts for 2025

Copper

e

2025

b. Forecasts for 2027

0.2% F

Copper

Sources: Data for 2017 and forecasts for 2025 are from Camargos (2019); forecasts for 2027 are from GSM

Association (2021c).

TABLE 1.5 Current alternatives for backhaul media

Limited usage
for 5G due to low

This optimal
choice is expected

Future usage
trends for 5G

The most widely used
technology currently

WRC-2019 adopted
measures to protect

networks data capacity and  to account for requires access to satellite services in bands
pricing increases 40 percent spectrum adjacent to IMT-2020.
linearly with of backhaul Further studies on 5G
bandwidth worldwide by access to satellites are in
2025 3GPP Release 17.
Deployment Low High, although Low Medium. High-density
costs costs are expected fixed satellite service
to decrease costs are decreasing.
Operational Low indoors, high  Low High High
costs outdoors
Meets 5G No Yes Yes, V-band (60 GHz) Partially. Latency is an
standards and E-band (70-80 issue. For geostationary
GHz) can deliver 10-25  satellites, network delay
Gbps and satisfy 5G ranges from 500 to 600
standards. Bands ms; low-orbit satellites
under 40 GHz can also  have latencies of 50 ms.
meet 5G requirements
and are expected to
dominate backhaul
globally according to
the GSM Association.
Suitable for No No, not cost Yes Yes. It can also perform

effective for
remote areas

remote areas

complementary roles
with other technologies,
for example, as a
temporary network in
disaster recovery areas.

Sources: GSM Association 2018; Viasat 2019.

Note: 5G = fifth-generation mobile network technologies; Gbps = gigabits per second; GHz = gigahertz; IMT = international
mobile telecommunications; ms = millisecond; WRC-2019 = World Radiocommunication Conference 2019.
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Whereas in traditional mobile networks backhaul is the transport link
between the RAN and the core network, “fronthaul” refers to the transport
link between a base station’s baseband unit and the radio unit. In the 5G era,
baseband units have been further disaggregated into a remote unit and a cen-
tral unit, with the transport link between the two referred to as “midhaul,”
as illustrated in figure 1.3.

“xHaul” refers to the combination of backhaul, midhaul, and fronthaul
transport links interconnected as part of a unified network. This architectural
shift was developed to support 5G networks, which will have more small
cells and towers than ever before. The disaggregated xHaul links enable the
flexibility to support new and different use cases with 5G that have different
requirements and other efficiency advantages.?

Regardless of which deployment strategy is adopted, equipment for infra-
structure inputs—such as broadband access, microwave and optical trans-
port, mobile cores, and RANs, along with associated routers and switches—is
limited to a highly concentrated group of suppliers. The 5G equipment mar-
ket is dominated by five vendors: Ericsson, Huawei, Nokia, Samsung, and
ZTE (Lee 2020) Fluctuations in market structure and players can also affect
network deployment costs.

COSTS AND INVESTMENT CHALLENGES

Delivering the significant infrastructure upgrades that 4G and 5G require due
to their requisite investment costs can be challenging for developing coun-
tries given the much lower average revenues per user as compared with
segments in high-income countries. Fluctuations in revenues determine the
time needed to recover investment costs and can also affect stock prices.

Disaggregated fronthaul, midhaul, and backhaul links

46 _remote Fronthaul Baseband unit <« Backhaul 4G evolved
radio head packet core

v v
56 active‘ < Fronthaul > Distrib_uted < Midhaul < Backhaul 5G core
antenna unit unit

Source: Johns Hopkins Applied Physics Laboratory 2021.
Note: 4G = fourth-generation mobile network technologies; 5G = fifth-generation mobile network technologies.
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Over the past decade, the average revenue per user has been falling
for cellular networks around the world. In both high-income and upper-
middle-income countries, revenue shrank by approximately 3 percent
annually over the decade leading to 2020, to US$33 for high-income coun-
tries and US$13 for upper-middle-income countries (GSM Association
2020c). Similar rates of decline have been observed in lower-middle-
income countries (3 percent annually) and low-income countries (2 per-
cent annually), leading to 2020 per user figures for these two cohorts of
US$11 and US$6, respectively. This finding suggests a significant obstacle
for new mobile network infrastructure investment over the coming decade,
particularly 5G deployment.

Consequently, accelerating the upgrade and expansion of mobile
networks in many developing countries calls for strategic policy decisions
that improve the viability and sustainability of commercial services,
thereby reducing the demand for scarce state resources. As policy makers
and other stakeholders in developing countries begin to consider the
feasibility of 5G network deployment, they must consider the main
cost drivers that determine the speed and cost of widening access. The
extent of past sunk investments in fiber and towers has a significant
impact on the viability of new cellular technologies, as does competition
and cooperation in broadband infrastructure development. Although
competition is generally desirable to create a dynamic and efficient
market, demand may not be high enough in remote geographic areas to
support more than one infrastructure provider, and infrastructure sharing
facilitated by supportive government regulations may enable network
expansion at significantly lower cost (Oughton et al. 2022). Supportive
policy and regulatory actions—particularly for spectrum licensing—are
explored further in chapter 4.

GLOBAL 5G DEPLOYMENT AND ADOPTION STATUS

Although it was originally seen as a successor to 4G LTE, 5G will coexist
with 4G, 3G, and 2G for the near future, particularly in developing countries,
partly because of the many pre-5G handsets still in use and partly because of
the difficulty of expanding 5G coverage in some areas due to the short signal
range of the frequencies most used by 5G.*2 The GSM Association predicts
that by 2025, one-third of the world’s population will have 5G coverage, and
1.2 billion connections will be on 5G networks.t

As of June 2022, 496 operators in 150 countries and territories had
invested in 5G networks, which included tests, pilots, license acquisitions,
planned deployments, and actual deployments.12 Trials and tests are critical
steps for easing the path to 5G deployment, because they provide the neces-
sary feedback to regulators to assess how conducive the regulatory environ-
ment is for 5G deployment, adoption, and usage by different categories of
users in different settings.

17
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The vast majority of 5G deployments in emerging markets thus far have
used the 3.5 GHz band, also known as “mid band” or “C-band 5G.” This
band can serve urban, high-density areas, but it is less capable of penetrating
inside buildings than lower-frequency bands. Initial 5G deployments and ser-
vice offerings are mainly in urban areas and mainly for fixed wireless access
(FWA) to enhanced mobile broadband, as discussed in box 1.2. This issue
may change as more 5G-capable handsets enter the market.

Although 5G FWA has the potential to accelerate connectivity with com-
petitive advantages in cost, performance, and deployment speed, it is not

BOX 1.2

Will 5G fixed wireless access advance or remain as a
supplementary option in broadband markets?

Fifth-generation (5G) mobile network technologies fixed wireless access
(FWA) has enjoyed considerable commercial popularity in the first batch of
5G deployments. Almost half of the mobile network operators that launched
5G commercial services used FWA as their first 5G use case. Device trends
also indicate that 5G FWA customer premise equipment is the most preva-
lent type of 5G device after 5G phones.

Global 5G FWA growth is accelerating and increasingly contributing to home
broadband connections in developing markets, where the broadband pen-
etration rate is low. Increased demand for FWA solutions to fill the gap in
broadband networks has garnered further attention due to the widespread
explosion of remote work and e-learning using home broadband bandwidth,
underscoring the need for more robust networks. For example, the Philippines
is using FWA as a last mile solution for national broadband service, and the
Kingdom of Saudi Arabia is focusing on delivering FWA to rural and subur-
ban areas where fiber or copper is not available. 5G FWA has the potential
to deliver last mile connectivity to broadband infrastructure in rural areas in
which fiber is not an option.

What Drives 5G FWA’s Commercial Popularity?

The value proposition of 5G FWA can be split into three types of market de-

mand: temporary, urban, and rural:

e Temporary demand. The COVID-19 pandemic highlighted the importance
of broadband access for both businesses and homes.

e Urban demand. Whether replacing aging wireline infrastructure or build-
ing anew, 5G FWA can help control costs and reduce complexity in urban
areas.

* Rural demand. 5G FWA can reach rural outskirts without major construc-
tion work, yielding a reasonable return on investment.

(continued)
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BOX 1.2 (continued)

Government backing is essential for FWA to be adopted. Consequently, some
governments are raising funds for 5G FWA to cover rural areas. For example,
the Connect America Fund in the United States supports broadband initia-
tives in underserved communities, and the Connecting Europe Broadband
Fund performs a similar role in the European Union.

No One Solution Fits All

Because 5G FWA has substitutes, the market opportunity will vary with tech-
nology, the commercial model, and local conditions (Wilson 2020). Broad-
band provision involves trade-offs among throughput speeds, latency, cov-
erage, and cost. Although this issue depends primarily on the infrastructure
footprint of a given operator, partnerships to secure wholesale access to
backbone networks and specialized technologies will increasingly become
a pragmatic consideration in the costs of 5G and fiber deployments (GSM
Association 2019a).

The Developmental Context

In underserved urban areas in developing countries where physical wire infra-
structure is limited—a feature many developing countries face—the possibil-
ity of using FWA 5G technology to bring high-performance 5G connectivity
to customers has garnered significant attention. In addition to underserved
urban areas, areas with low population density, particularly at the edges of
urban areas and more rural areas where installing fiber cables is expensive,
FWA also represents a viable alternative. Together, these two scenarios are
found extensively across developing country contexts.

The scope of the opportunity for fixed operators will be determined not only
by demography and topography but also by the cost and availability of infra-
structure for deploying fiber (Wood 2019). In recent years, FWA has become
a part of national broadband programs in Australia, Canada, France, Indone-
sia, Myanmar, New Zealand, Nigeria, the Philippines, the Kingdom of Saudi
Arabia, South Africa, Sri Lanka, and Trinidad and Tobago.

a universal application. A broadband network is highly dependent on fac-
tors such as population density, subscriber uptake, average revenue per user,
customer premise equipment, device cost and availability, network conten-
tion, and labor costs. However, given the competitive advantages and strong
need for better broadband connection and services, FWA may often be the
most cost-effective solution for high-speed broadband services for homes and
businesses in developing markets. However, because FWA uses significantly
more capacity per home than a mobile subscriber, mmWave will be needed
to make FWA viable in the long term.
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5G AND IMPLICATIONS FOR THE DIGITAL DIVIDE

The “digital divide,” which is a matter of definition and degree, refers to an
issue that has preoccupied policy makers since the 1970s (Van Dijk 2006).
This divide highlights the differences in the availability and use of informa-
tion and communications technologies between countries and regions within
countries and is increasingly used to describe differences across demograph-
ics and geographies within regions. Policy makers understandably want to
avoid contributing further to widening disparities.

The goalposts in the debate over the digital divide have shifted over time.
In the pre-internet era, the main concern was access to voice communica-
tion infrastructures. With the advent of the internet, the emphasis shifted to
digital connectivity. As with previous generations, the uneven distribution of
5G networks and adoption rates has significant potential to widen the digital
divide—particularly if and when 5G’s target capabilities are achieved on a
commercial scale—further underscoring the need to ensure inclusiveness.

Bandwidth inequality is closely linked to economic capacities and fluctu-
ates with technological progress and diffusion (Hilbert 2016). Hence, a devel-
opment question that arises with every iteration of technology is whether the
new technology will widen the digital divide. If measured by the traditional
indicator of population penetration, the advent of 5G is likely to widen the
digital divide between high- and low-income countries and between urban
and rural areas, just as 4G did. This issue may be exacerbated for 5G because
some of its deployments will be on the high-frequency spectrum, which has
a much shorter range than lower-frequency bands. At the national level,
high-density, high-income countries will be better able than poorer, less
dense countries to deploy 5G.

However, the digital divide will be meaningful only if the adoption of
broadband services that require high speeds is widespread. That is, the differ-
ence in user experience between 5G and 4G will have to be significant before
the digital divide can be said to be widening in a meaningful way. With the
5G applications that require high capacity and low latency on a citywide
basis, the difference will be between having such services or not. In this case,
a regional divide will reemerge, as the investments required for 5G will con-
fine such services to affluent urban areas, at least in the immediate future.

For campus network applications, which are localized and, in many cases,
private, the digital divide is less relevant. Companies and strategic business
considerations will determine where such campuses will be built, and thus
the locational constraints will be the fiber backhaul and backbone links,
which may rule out locations distant from major cities in low- and middle-in-
come countries. As such, it is not the 5G infrastructure that is a constraint
but rather the overall availability of fiber backbone networks. In addition,
given the anticipated value proposition of 5G connectivity for factories and
the manufacturing sector, as well as for urban smart cities where there will
be high demand, countries and regions that have a limited factory and man-
ufacturing footprint will be less likely to see 5G deployment and adoption as
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compared to countries and regions where factories and advanced manufac-
turing hold a more prominent place in the local economy.

Governments can support 5G trials and testbeds to gain a better under-
standing of applications for local use cases and to reinforce the innovation
ecosystem. Chapter 4 further discusses the imperative of policy support for
modern production operations using 5G through the provision of sufficient
backbone and high-frequency spectrum in key locations.

In the longer term, mass market applications of 5G and reductions
in handset prices and data costs to end users will drive an expansion of
5G coverage beyond campus-like clusters. Deficits in coverage may sig-
nificantly delay the introduction of such applications in emerging coun-
tries while also preventing businesses in these countries from leveraging
5G-enabled opportunities. Chapter 4 offers recommendations for address-
ing these issues—even through robust 4G network connectivity in the
near to mid-term—in a 5G-enabled economy.

The availability of affordable handsets and lower entry-level subscription
prices will also be key determinants of the digital divide in the 5G era. The
record in countries that were among the first to deploy 5G networks does
reflect a decrease in average selling prices. It is difficult to predict whether
this figure will reach an affordable level in developing countries within this
decade, given that 3G- and 4G-capable phones and service packages remain
out of reach for many

Other long-standing barriers to digital inclusion and mobile internet
adoption will mediate the speed and trajectory of 5G adoption in developing
countries. For example, with data-intense applications, digital literacy and
cybersecurity awareness will become significantly more important in the 5G
era and must be considered when assessing the full scope of the digital divide.

The first few years of the 5G era so far have demonstrated that a grow-
ing divide is evident in both deployment and adoption patterns across coun-
tries and regions. This issue has been exacerbated in areas already facing
barriers to digital inclusion with older mobile technology. Without special
attention paid to developing countries and regions, most of the benefits from
a 5G-enabled global economy will continue to accrue mainly to the few
already well-connected countries and users, and disproportionally toward
private industry, which is explored further in chapter 2.

NOTES

1. The ITU specifications for 5G reflect a trade-otf between peak-data rates and
latency.

2. For a brief history of the development and deployment of IMT technologies, refer
to ITU (2015).

3. For more details on 3GPP, refer to https://www.3gpp.org/about-3gpp.

4. For details on Release 16 for 5G, refer to https://spectrum.ieee.org/tech-talk
/telecom/standards/5g-release-16. For details on Release 17, refer to https://
www.3gpp.org/specifications-technologies/releases/release-17.
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5. Recommendation ITU-R M.2083-0; refer to https://www.itu.int/dms_pubrec
/itu-r/rec/m/R-REC-M.2083-0-201509-1!!PDF-E.pdf.

6. For a more detailed explanation of mMIMO, refer to https://www.avnet.
com/wps/portal/abacus/solutions/markets/communications/5g-solutions
/understanding-massive-mimo-technology/.

7. Theoretically, this is true only if the hardware is sufficiently advanced to
accommodate all future requirements, scalable to meet all future loads, and
adaptable to run any software. Rakuten, Japan’s largest mobile virtual network
operator that is building the first end-to-end virtualized cloud-native network,
uses six different hardware platforms. Whereas softwarization may involve the
use of open-source software in building and managing 5G networks, the software
in an “open architecture” need not be open source.

8. The maximum theoretical throughput for a single-core fiber has been calculated
at 1.2 petabits per second, with low path loss (Essiambre et al. 2010). One petabit
per second was achieved in 2020 using a single-core multimode optical fiber
(NICT 2020). One petabit is the equivalent of 1 million gigabits, so the speed is
thousands of times faster than any backhaul alternatives.

9. While most of this book refers to backhaul links and investments, more infor-
mation about xHaul—an increasingly developing architecture to support 5G—is
available in DHS (2021).

10. “The 4G RAN is about 10 times denser than the 3G network, and that densification
is predicted to continue through 2022 before new 5G equipment takes over the
growth trend. It is predicted that 5G networks will need to be 10 times denser than
4G networks, a 100-fold increase over 3G” (Getto 2019).

11. Refer to GSM Association (2023).

12.NTS Statistics published by the Global Mobile Suppliers Association in June 2022;
for these figures and regular updates, refer to GSA (2022).
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5G-Enabled Economic Growth
and Potential Applications

for Smart Cities, Energy,
Transport, and Agriculture

KEY MESSAGES

¢ Fifth-generation (5G) mobile network technologies have enhanced func-
tionality that potentially can affect industry and the economy in powerful
ways. On a global scale, manufacturing, government, health care, retail,
and information technology are expected to experience the greatest posi-
tive effects from 5G integration.

e 5G supports many use cases, which have varying requirements for speed
and latency.

e In the wurban sector, 5G can accelerate the emergence of smart cities
through the sophisticated management of integrated urban systems
and services.

e In the energy sector, 5G can provide enhanced capability to balance sup-
ply and demand and accommodate flexible renewable resources.

e In the transport sector, 5G can support the move toward fully autono-
mous vehicles and intelligent transport systems.

e In agriculture, 5G can support the shift to a “precision” model of real-
time, in-field optimization, leading to enhanced productivity, better
market coordination, and reduced food loss from spoilage and waste.

¢ Despite these attributes, 5G is unlikely to be the most critical driver of
digital transformation across these sectors or the overall digital economy;
rather, it provides an additional layer of advanced mobile connectivity
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alongside other modes of network connectivity in support of new, inno-
vative applications that can benefit from 5G’s ultra-low latency and high
data throughput. In circumstances in which alternative modes of connec-
tivity, such as fiber, are scarce or unavailable, 5G could play an important
role in facilitating broad digital transformation.

e Features of 5G’s technology and performance capabilities, resulting, for
example, from network slicing, have generated much excitement. However,
new use cases with 5G are difficult to predict. Commercial use cases drive
transformational change, as with third-generation (3G) mobile network
technologies and subsequent developments with handsets and applications.

e Further research is needed to identify the economic impacts of 5G in
developing countries, overall and within key industry verticals, to help
decision-makers and other stakeholders understand this technology’s role
in economic development.

BENEFITS AND POTENTIAL IMPACT OF 5G ADOPTION

5G’s enhanced functionality, as compared with that of earlier generations,
suggests that it could have a significant impact on industry and broader eco-
nomic development. Some of these impacts can be considered as extensions
and enhancements of current mobile technology. Others, such as integrating
5G into specialized industrial applications, will be new and will likely have
a significant impact. Much is still unknown, as applications and innovative
uses for 5G are being continuously developed throughout the world.

The deployment and integration of 5G network technology in industry is
predicted to have a greater impact on many sectors, particularly manufac-
turing, as compared with earlier generations. Key sectors that are forecast
to benefit the most from 5G include manufacturing and retail, as well as the
information and communications, public services, construction, transport,
health care, and agriculture sectors (KPMG International 2019). Figure 2.1
presents sales forecasts for 2035, estimated by IHS Markit, across a variety
of sectors to be unlocked by the integration of 5G technology. The figure
illustrates the magnitude of the anticipated impact on manufacturing as com-
pared with other sectors.

Table 2.1 provides an overview of 5G use cases across six vertical industries
where this generation may have the potential to accelerate digital transfor-
mation in the form of new business uses and improvements in productivity
and efficiency. Many of the verticals in the table do not require 5G to deliver
the stated benefits in the right-side column, such as remote health care and
mission-critical public safety applications, which can deliver these benefits
using earlier mobile network technologies.
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Industry sales enabled by 5G: Forecasts for 2035

Information and communication

Agriculture, forestry, and fishing
Real estate and activities

Percent
Manufacturing 4,687 36
12
Wholesale and retail 9
Public services 7
Construction 6
Transport and storage 5
Financial and insurance 5
Professional services 4
Health and social work 3
3
3
Mining and quarrying 3
Utilities 2
Education 2
Hospitality 1
Arts and entertainment 0

0 1,000 2,000 3,000 4,000 5,000

5G-enabled sales (2016 US$, billions)

Source: IHS Markit 2019.

Potential digital transformation in selected vertical sectors

Vertical
sector

5G use cases facilitating digital
transformation

Potential outcomes and benefits

Transportation

5G data from smart vehicles may enable
increased public transport efficiency, address
complex traffic situations, and decrease
congestion.

Optimized transport routes and
improved commutes

Reduced pollution

Decreased fatalities

Health care 5G and better-connected health care devices * Improved health care quality and
can provide a platform to develop virtual access
training, remote cooperation, and remote « Lower health care costs
diagnostic services. * More wearable sensors and devices
Education 5G, along with virtual reality and augmented * Improved access and availability

reality, provides a platform on which remote
access to high-quality learning applications can
be developed, especially for activities requiring
fine manual skills, such as surgery.

Improved quality (due to real-time
feedback during training)

Public safety

5G provides a platform for the development

of applications to deliver mission-critical
communications, as well as enabling connected
ambulances and drones.

Faster, more efficient emergency
responses

Increased safety

Better remote monitoring of
developing events

Industry
(manufacturing)

5G provides a platform for developing
applications for smart factories, improving
efficiency and quality assurance, while remote
control will minimize danger to operators.

More efficient production processes
Increased safety

Agriculture

5G provides a platform for the development of
applications for smart agriculture to improve the
efficiency of processes and sustainable farming
through better remote monitoring and automation.

More efficient agricultural production
Reduced waste

More environmental sensors and
devices

Source: Wilson 2020.
Note: 5G = fifth generation mobile network technologies.
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5G AND INDUSTRY 4.0

Several countries have recently embraced the notion of the Fourth Industrial
Revolution—known as “Industry 4.0”—by developing economic policies
aimed at creating an ecosystem where manufacturing systems go beyond
connectivity. These systems are now capable of integrating the internet of
things (IoT), data analytics, robotics, artificial intelligence, advanced materi-
als, and augmented reality into a single industrial vision.

5G has an edge over fourth-generation (4G) mobile network technol-
ogies and Wi-Fi technologies in terms of latency and capacity to handle
more connected devices, including high-bandwidth IoT. Through these
pathways, 5G may enable the disruptive business models anticipated in
Industry 4.0. Although great interest exists in Industry 4.0, doubts remain
as to the timing and size of the opportunity.

For a manufacturing-intensive country like China, the Industry 4.0 vision
is expressed in the “Made in China 2025” and “Internet Plus” strategies, in
which robust capabilities in telecoms, cloud computing, IoT, and big data
loom large (Xinhuanet 2019). Other 5G frontrunners in Asia, such as Japan,
the Republic of Korea, and Singapore, as well as some European countries
and the United States, have also adopted Industry 4.0 concepts.

In 2019, the United Nations Conference on Trade and Development
(UNCTAD) explored developing countries” embrace of Industry 4.0, focusing
on its direct and indirect impacts on economic and social inequality. UNCTAD
notes that “the network nature of digital applications that comprise Industry
4.0 increasingly results in a world in which winners take all, causing high
levels of market concentration” (UNCTAD 2019, 6). For example, a few tech-
nology companies with access to large amounts of data and funding may
succeed in dominating certain technologies and markets. UNCTAD further
observes that Industry 4.0 may affect employment in both developed and
developing countries and may increase the technological gaps between them.

The pattern and magnitude of the impact of Industry 4.0 on economies
and labor markets is still being debated. In cases in which 4G or Wi-Fi 6
connectivity are insufficient to deliver the low latency and high throughput
needed, it remains unclear whether a proactive 5G approach or one that
awaits further evidence from use cases in industrial settings in early adopter
countries will be most appropriate.

5G AND THE SDGs

Beyond Industry 4.0, 5G has the potential to help countries progress toward
the Sustainable Development Goals (SDGs). The SDGs were conceived in
September 2015 when world leaders attending the United Nations General
Assembly adopted the “2030 Agenda on Sustainable Development,” which
proposed an integrated set of 17 SDGs to be achieved by 2030. Although
many SDGs can be facilitated by mobile internet connectivity, additional



5G-ENABLED ECONOMIC GROWTH AND POTENTIAL APPLICATIONS

opportunities may exist to accelerate achievement of the goals and targets
through 5G network access and adoption.

The World Economic Forum (2020) discusses 5G’s potential contributions
to the SDGs, finding that social value can be delivered across 11 key areas,
including SDG Goal 3 (good health and well-being) and SDG Goal 9 (indus-
try, innovation, and infrastructure). Other goals to which 5G connectivity
is expected to contribute include SDG Goal 8 (decent work and economic
growth), SDG Goal 11 (sustainable cities and communities), and SDG Goal
12 (responsible consumption and production).

However, detailed assessments of 5G’s impacts are few as of 2023 given
the ongoing state of development and deployment and, therefore, can only
be speculated on qualitatively through pilot tests and use cases. With this
issue in mind, this chapter explores how 5G could have a role in four sectors
linked to key SDGs, specifically the following:

e Safer, more resilient, and sustainable smart cities (SDG Goal 11 on sus-
tainable cities and communities);

e More affordable, reliable, sustainable, and modern energy (SDG Goal 7 on
affordable and clean energy);

e Transport sector improvements that support many SDGs; and

¢ Sustainable agriculture (SDG Goal 2 on zero hunger).

5G USE CASES IN FOUR INDUSTRY VERTICALS

As of 2023, the use cases enabled by 5G are still being developed and explored
through sectoral trials and pilots, most of which are in highly developed
countries that were early adopters of 5G technologies. Exploring them in
more detail can provide a a sense of what may be possible when deploying
5G applications in low- and middle-income countries.

Most of the ongoing 5G trials and pilots are driven by partnerships formed
among industrial firms, mobile network operators, and equipment vendors
operating globally. Prominent examples are Ericsson, Huawei, Nokia, and
Samsung Electronics. Operators and equipment vendors contribute their
expertise in network supply and operation, while industrial firms con-
tribute their domain knowledge. Large corporations, such as Bosch and
Siemens, have chosen to build and manage their own 5G networks, tak-
ing advantage of 5G’s capabilities to set up local private networks. Smaller
enterprises are more likely to partner with mobile network operators or
system integrators until the 5G ecosystem becomes sufficiently mature for
them to consider deploying private 5G networks as a cost-effective solution
(Lee, Casey, and Wigginton 2019).

Several characteristics of 5G suggest that some enterprises and industries
could benefit even before the networks are fully deployed for public use. The
sectors likely to benefit include urbanization and smart cities, energy, trans-
port, and agriculture.
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Urbanization and Smart Cities

Smart cities use data and digital technologies to plan and manage their core
functions and become more efficient, innovative, inclusive, and resilient
(World Bank 2015). The process of creating smoother and safer living con-
ditions in cities through a gradual digital transformation has already begun,
particularly in China and Korea. It has also begun on a much smaller scale
in large cities across the Global South in verticals such as smart lighting or
smart parking.

Improving urban environments is an urgent task facing developing coun-
tries, and smart infrastructure can be key to accelerating and revolutionizing
urban development. Many cities in developing countries are equipped with
smart infrastructure. For example, in Africa, these cities include. Libreville
in Gabon; Nairobi in Kenya; Abuja, Calabar, and Lagos in Nigeria; Cape
Town and Johannesburg in South Africa; and Kampala in Uganda. In South
America, notable examples are Santa Cruz de la Sierra in Bolivia, Guayaquil
in Ecuador, and Claro and Trujillo in Peru.

Although 5G is not needed to connect IoT devices, its high capacity and
low latency, which were discussed in chapter 1, can speed certain smart city
processes and features—particularly where alternatives such as fiber are lim-
ited or unavailable. For example, while broader mobile ecosystems can be
used to allow information gathered through sensors to be transmitted in real
time to central monitoring locations, the standards set for 5G imply that it
could have the capacity for far more endpoint devices to communicate in real
time. This innovation would be possible due to massive machine-type com-
munications technology and related capabilities known as “critical machine-
type communication.”

Massive machine-type communications are intended for large numbers
of 10T devices, which in smart cities are sensors and actuators that trans-
mit data back and forth. Sample applications include smart buildings (smart
energy systems), logistics and fleet management, and air and water quality
monitoring. Massive machine-type communications are designed to be
latency tolerant, efficient for transmitting and receiving small data blocks,
and suitable for transmission over low-bandwidth pipes (Beheshti 2019).
Critical machine-type communication is intended for applications that are
mission critical and require accurate data transmission in real time. Examples
include traffic safety control and management of the electrical grid. Smart
city solutions applied to the management of vehicle traffic and electrical grids
alone could produce considerable benefits and savings through reductions in
energy use, traffic congestion, and fuel costs.

Mobile broadband will be a key foundational layer for deploying smart
infrastructure, particularly where fiber broadband infrastructure is insuffi-
cient. These mobile-based strategies are certain to involve multiple gener-
ations of network technology, such as 4G long-term evolution, but 5G can
provide additional opportunities where ultra-low latency and increased net-
work capacity are needed. Many smart city applications require low-power
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sensors to send relatively small amounts of information, such as tempera-
ture or water levels, which can be connected through other technologies
such as NarrowBand-internet of things (NB-IoT), wireless smart ubiquitous
networks or, in some cases, even second-generation (2G) mobile network
technologies.

Although 5G is not required to achieve smart city objectives given
that other technologies are available, a 5G-enabled smart city will be less
constrained in the types and quantities of devices that can be connected.
Developing countries that aim to make progress toward SDG Goal 11 (sus-
tainable cities and communities) should explore how 5G connectivity might
help them meet their goals but also ensure that other available technolo-
gies are considered, to compare and assess both the value proposition and
viability.

Energy

As with smart cities and urbanization, the energy sector is undergoing a
major digital transformation that can benefit from the advanced capabili-
ties of 5G connectivity. The electric power industry traditionally has been at
the forefront of digital innovation and infrastructure in energy, as the com-
plex exercise of balancing supply and demand in real time has led to the
use of advanced equipment and software for planning and operational con-
trol (for example, smart grids 1.0, supervisory control and data acquisition,
digital image correlation, and atomic force microscopy). Many utilities have
installed their own information and communication technology and have
even become mobile network operators.

Currently, thisindustry relies on a combination of wired and wireless technol-
ogies for a range of applications that are needed to deliver electricity services—
power-line communication, NB-IoT, fiber or digital subscriber line, wireless
radio, Wi-Fi, cellular (3G and 4G), and satellite. This technology is adapted to
the task of delivering electric power to consumers in systems in which the con-
sumers largely are passive. On the consumer side, the most common applica-
tion is related to smart metering, which already has been provided using older
mobile generations as well as NB-IoT. On the operational side, applications such
as managing substations are generally achieved through lower-performance
connectivity technologies given the low latency requirements.

The latest digital transformation in energy is characterized by a grow-
ing share of variable renewable energy (such as solar and wind power), the
emergence of distributed energy resources operated by “prosumers” (people
who both produce and consume electricity), and significant changes in the
composition and complexity of the demand load (for example, through the
increased use of cooling technologies and charging of electric vehicles). New
technologies and practices are shifting the customary, centralized industry
built around a one-way flow of electricity into a two-way flow system—
or two-sided market—with multiple players producing, storing, and trading
energy services (Fan and Son 2020).
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The new operating environment and shifting demands require an over-
haul of traditional processes. Ways must be found to handle the planning,
monitoring, operation, and control of millions or even billions of energy
devices in real time, most of which will involve the collection, storage, and
processing of big data. In this setting, 5G and complementary Industry 4.0
digital technologies can support the transformation of the energy industry,
but 5G is unlikely to be a revolutionary driver. 5G would be useful for trans-
mitting large data volumes where needed to perform advanced and predictive
analytics based on complex processing algorithms and artificial intelligence,
which can be used for better predicting and operating a multilayered electric-
ity system that relies on big data processing. Table 2.2 describes three electric-
ity use cases highlighting how 5G connectivity can amplify cost savings and
other benefits.

The potential benefits that 5G infrastructure could bring to the
energy sector fall into two broad categories: (1) enhancing operational
and economic efficiency of utility services and (2) amplifying the value
of decentralized energy resources. In the first category, 5G connectivity
can support the management of distributed energy resources, a source of
decentralized, community-generated energy. Distributed energy resources
include behind-the-meter renewable and nonrenewable generation,

Three examples of the beneficial use of 5G in the power industry

Description

Remote monitoring and By equipping their plants with networked sensors, energy companies can
maintenance of facilities, continuously collect and analyze data on the condition and operation of facilities,
infrastructure, and sometimes enabling the companies to detect when maintenance is required

personnel

before a piece of equipment fails, thus minimizing downtime. In some cases,
maintenance can be performed remotely. Personnel can be monitored with
internet of things-connected biometry to limit their exposure to hazardous

situations.
Advanced (smart) Energy companies are already replacing traditional mechanical meters with
consumption metering “smart meters.” Connected to the internet, smart meters can transmit, process,

and receive a range of operational data that are useful for both energy suppliers
and customers. Benefits include an end to the need for energy companies to
dispatch meter readers and the empowerment of customers seeking to make
informed decisions about their energy use and suppliers. Many smart meters will
be adopted worldwide in the next few years. Now that the NarrowBand-internet
of things is available, the technology of choice for communicating with these
smart meters is international mobile telecommunications.

Grid asset management Energy generation and distribution grids are expensive to build and maintain.
and protection Energy companies strive to reduce the cost of grid construction and operation

while maximizing the return on their investment. In addition, they must satisfy
stricter requirements stemming from distributed generation, tighter regulation,
and more sophisticated security threats. By equipping the grid with connected
sensors and actuators, operators can automate a wider range of maintenance
and security responses. They can also collect, analyze, and act on data from the
grid to optimize performance continuously. As well as being used by the energy
companies themselves, such data can be shared as appropriate with business
partners and customers.

Sources: 5G-PPP 2018a, 2018b, 2018c.
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energy storage, inverters (devices that convert direct current into alter-
nating current), electric vehicles, and other controlled loads (for exam-
ple, separately metered appliances like hot water systems). Distributed
energy resources also use new technologies such as smart meters and data
services. Common examples include rooftop photovoltaic solar units, nat-
ural gas turbines, microturbines, wind turbines, biomass generators, fuel
cells, battery storage, electric vehicles and their chargers, and demand-re-
sponse applications. Together, these elements constitute distributed gener-
ation (ARENA 2018).

Most existing plans for managing distributed energy resources are based
on existing network connectivity technology, including earlier mobile net-
work generations and fiber. 5G’s main role would be to add an additional
layer of high-capacity connectivity to support new applications rather than
replacing alternative network connections where they exist.

5G has the potential to contribute to the efficient management of dis-
tributed energy resources by enabling real-time system communications.
Decentralization of energy resources allows new energy sources to enter
the distribution network, most notably renewable sources like wind and
solar, which not only produces a cleaner energy matrix but also increases
competition among energy suppliers, pushing down prices as the number
of providers increases. In addition, decentralization allows communities and
consumers to exert more control over the energy sources they consume. In
some cases, decentralization allows consumers to sell power back to the grid.
Advanced distributed energy services can use 5G capabilities to capture real-
time systemwide arbitrage opportunities.

As with other sectors, countries should evaluate the value added of 5G
infrastructure to support energy applications as compared with other extant
technologies. Insight from 5G pilots and tests domestically and abroad among
early adopters will be useful sources of information in determining 5G’s value
proposition, including standalone and non-standalone capabilities within the
energy sector.

Transport

The transport industry has entered a period of rapid technological advance-
ment, as demonstrated by the proliferation of electric vehicles; advances in
autonomous vehicles; the advent of the ride-sharing economy and digital
platforms; advances in big data and machine learning; and rapidly evolving
business models, such as e-commerce and mobility as a service, which may
cause profound changes throughout the sector. The deployment of 5G mobile
broadband has the potential to support and accelerate these developments.
Specifically, 5G’s features can yield advances in the potential connectivity of
vehicles, an increase in the number and ubiquity of connected devices, and
improved data availability for transport operations and management.

Three key use cases that may benefit from these advances are con-
nected and autonomous vehicles, smart and efficient logistics, and with the
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implementation of mobility-as-a-service platforms, improved urban mobil-
ity and public transportation. However, 5G’s viability, feasibility, and value
added are still being assessed as of 2023, and more evidence is needed to
demonstrate and assess its impact.

Many applications that can leverage 5G for the transport sector require
extensive geographic 5G coverage. Thus, only a few low- and middle-income
countries will benefit in the short term, such as China and certain coun-
tries in Eastern Europe, Latin America, and Southeast Asia. These developing
countries, like developed markets, will face challenges and risks in building
a 5G-enabled transport sector, including cybersecurity risks, limited urban
public space, and shortages of workers with the required skills.

For limited urban public space, while the rise of 5G and increasingly
autonomous private cars risks undermining public transport, better manage-
ment of road space and greater fluidity of traffic can boost the use of shared
autonomous automobiles. At the same time, remote work is cutting com-
mutes, depriving transit systems of customers. Although the related gains
are neither negligible nor negative, increased reliance on private vehicles
could threaten public transport ridership, increase congestion in city centers,
and expand the need for space to park or garage private cars, which raises
concerns about sustainability, access for the poor population, and safety.
However, improved urban transport based on real-time schedule informa-
tion may improve ridership.

How—and whether—developing countries prepare themselves for 5G
may affect how their transport sectors develop. However, the long lifes-
pan of vehicles and the tendency for older vehicles to remain on the roads
longer in developing countries suggests that reaching a critical mass of con-
nected vehicles in these countries may be decades away. Consequently,
the need for extensive coverage, long time horizons, and the suitability
of other network technologies to support many popular smart transporta-
tion applications (such as over-the-air updates and real-time navigation)
further suggests that transportation may not be the first area in which 5G
is applied commercially, particularly in developing countries. This issue is
further compounded by the current state of the evidence on 5G’s value
added, in which use cases and applications are still being tested. However,
the intersection of transport and telecommunications will strengthen the
links among the sectors and incentivize public-private partnerships for
network ownership and operation, thereby heightening the impacts of 5G
applications.

Agriculture

5G and associated technologies have the potential to transform the agri-
cultural value chain from planting and processing to distribution and con-
sumption. Rapid developments in the IoT and cloud computing are driving
the development of “smart farming.” While precision agriculture considers
in-field variability, smart farming goes farther, basing management tasks not
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only on location but also on data enhanced by contextual awareness and
triggered by real-time events. The result should be increased production,
lower costs, faster innovation, greater processing power, better monitoring of
food quality, and reductions in waste through better market information and
logistics (World Bank 2019).

Smart farming practices are already developing without 5G in IoT con-
figurations using 3G, 4G, or NB-IoT and Long-Term Evolution networks.
5G networks can provide additional capabilities to this layer of existing net-
work connectivity, enabling faster data rates to support applications where
faster speeds are needed, such as remote veterinary services delivered via
high-definition video. 5G will continue to be essential to turn data into effec-
tive short-term and long-term decision-making and forecasts.

By 2025, a smart farm might generate millions of farming-related
data points daily in addition to millions of additional data points for
nonfarm activities, logistics, transportation, and consumption. With 5G,
real-time, high-volume data exchange, data processing, and analytics
become more feasible, creating possibilities for decision-making at the
farm level and for policy making at the macro level. The capabilities of
5G networks will help enable or expand the capacity needed for each of
these tasks, as shown in table 2.3.

Mobile operators are increasingly using their networks to test innovative
solutions for agriculture (Xi 2017). Examples include monitoring banana
production in Colombia to help farmers to deal with flooding, soil oxygen
exhaustion, humidity, and low temperatures, thereby boosting productivity
by 15 percent; automating irrigation in Spain to reduce water and energy
usage, increasing profits by 25 percent; monitoring fish in Viet Nam to
reduce fish mortality by 40-50 percent; and the potential for IoT-connected
cows worldwide to enable farmers to understand cows’ natural cycles, fore-
cast when they are most likely to become pregnant, and predict sickness
(Xi 2017).

Current methods of agricultural production are unsustainable in many
developing countries. Globalization; climate change; a shift from a fuel-based
to a bio-based economy; and competing claims on land, fresh water, and
labor will complicate etforts to feed the world without further pollution and
resource depletion. Food security is a major issue that will become more
urgent in the coming decades, owing to the expected increase in the world
population and growing purchasing power in emerging economies. These
challenges are related to SDG 2 (zero hunger), SDG 13 (climate action), and
SDG 15 (life on land).

Digitally enabled agricultural technologies based on existing 3G and
4G networks already are addressing some key challenges to agriculture in
the developing world, including low productivity, lack of market linkages
between farmers and buyers, farmers’ limited access to financial services, and
lack of data to support informed and real-time decision-making. 5G’s poten-
tial for agriculture in developing countries will vary by country, depending
on its context and circumstances. Adoption of 5G is likely to be phased, with
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5G and other technologies in the agriculture sector

4G (LoRa, 5G enabled benefits loT application

NB-loT) 5G for loT in agri-food in agri-food
Monitoring  Small size Real-time low or higher Edge computing enables Drones, video

data exchange volume data exchange  cloud storage and governance  surveillance

possible (video) closer to the farmer with

(low internet lower latency, although 4G is

traffic) sufficient for this management

stage

Real-time information about
product location, origin, and
certification could be unlocked
to the end of value chains to
better inform consumers

Sensoring Fast, large Real-time high volume  Crop monitoring systems; Drones, sensors,
and analysis data exchange data exchange. user interfaces (mobile apps, data analytics, Al
difficult Context- and situation virtual, and augmented reality);
awareness, triggered by early warning in case of food
real-time events. incidents; rescheduling in case

of unexpected food quality
deviations; and simulation
of product quality based on
ambient conditions

Control Control phase Real-time high volume  Remote controls for irrigation ~ Drones, robots,
not efficient data exchange, systems, fertilizer systems, data analytics, Al,
edge computing. climate controllers, and driverless trucks

Autonomous context- harvesting systems (Miranda et and tractors
awareness by all kinds al. 2019). Autonomous tractors
of sensors and built-in and harvesters. Final stage of
intelligence capable of  the management cycle and
executing autonomous  smart control would be more
actions. feasible when 5G connectivity
is available, such as intelligent
greenhouses, remote, and
autonomous farming.

Source: Original table for this book.
Note: 4G = fourth-generation mobile network technologies; 5G = fifth-generation mobile network technologies;
Al = artificial intelligence; loT = internet of things; LoRa = long range; NB-loT = NarrowBand-internet of things.

timing based on the maturity of the driving factors and the challenges posed
by existing barriers, as noted in table 2.4.

In the near term, the potential of 4G-enabled 10T appears more appro-
priate for large-scale farming, but moving toward 2030, certain supply-side
drivers of technology will support 5G-enabled agriculture. For example,
prices for mobile handsets, telecom and mobile data, sensors, solar panels,
satellites, radar systems, and drones have all decreased over the past decade,
even as their capabilities have grown. As with other sectors described in this
chapter, 5G’s main role in agriculture will be to provide an additional layer of
advanced connectivity to support new applications that can help resolve the
agricultural challenges facing developing countries.

However, for now, most agricultural applications use sensors with relatively
low data rates, which can be connected using NB-IoT or other technologies.
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TABLE 2.4 Status of 5G-enabled agriculture as of 2020

5G drivers or barriers in All three drivers of Some drivers of 5G are All drivers are acting as
agriculture 5G are working in working in favor; some barriers to 5G
Digital connectivity favor are barriers

Availability and affordability of
devices (smartphones and loT)

Adoption of advances in data
analytics and exchange (big
data, artificial intelligence, and
advances in analytics)

Enablers All four enablers are ~ Some enablers are No enablers are
Innovation ecosystem (especially supporting 5G supportive; some are not functioning to support
in finance) 5G

A resilient agri-food system
capable of leveraging

both analogue and digital
technologies

Human capital

Infrastructure

Approximate time frame 5 years 10 years 15 years

Source: World Bank 2020c.
Note: 5G = fifth generation mobile network technologies; loT = Internet of Things.

Therefore, 5G adoption and deployment should be considered carefully
along with other technologies for delivering the performance requirements.
As with the smart cities, energy, and transport sectors, early adopters must
track and evaluate further testing and pilots of new applications and use
cases in the agriculture sector.

CONCLUSION

This chapter highlighted 5G’s potential role in Industry 4.0 and in achieving
the SDGs. The chapter also aimed to help policy makers and other key stake-
holders in developing countries to better understand how 5G can strengthen
broader mobile network connectivity in support of advances in smart cities,
energy, transport, agriculture, and other sectors.

Because of its low latency, high speed, and capacity for connecting many
IoT devices, 5G has the potential to support a variety of use cases with vary-
ing requirements. For smart cities, 5G can accelerate their growth through
sophisticated management of integrated urban systems and services. In the
energy sector, 5G can enhance the ability to balance supply and demand,
accommodate variable renewable resources, and increase demand-side
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participation in the production and consumption of electricity and other
types of energy. In the transport sector, 5G can support fully autonomous
vehicles and intelligent transport systems over the long term. In agriculture—
an important sector for low- and middle-income economies—5G can sup-
port the shift to a “precision” model in which real-time, in-field optimization
enhances productivity and reduces losses and waste.

5G adoption in these sectors is expected not only to yield economic
benefits but also to help countries make more rapid progress toward the
SDGs. That said, much can be delivered with 4G and other existing solu-
tions, such as NB-IoT, Wi-Fi, and wireless smart ubiquitous networks, in
these verticals. Therefore, more time is needed to develop an evidence base
that emphatically demonstrates the value-adding role of 5G connectivity.
In addition, 5G-enabled sectors carry new risks that policy makers should
consider, ranging from cybersecurity to job security. Therefore, govern-
ments in developing countries should carefully evaluate the implications
of sectoral applications of 5G within their own country’s circumstances.
Chapter 3 reviews some of the frequently cited risks of 5G.
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Managing the Risks of
5G Networks

KEY MESSAGES

e The most significant nonfinancial risks of fifth-generation (5G) mobile
network technologies involve cybersecurity, sustainability, and health.

e 5Gis the first cellular network system planned according to the principles
of “security by design.” 5G standards resolve many of the security weak-
nesses of previous mobile generations.

e Although 5G makes much greater use of encryption, authentication, and
protection of subscriber identities than previous generations, attacks on
the network infrastructure and its subscribers can still be launched from
older networks.

¢ More data channels, greater reliance on configuration by software, and
dependence on cloud service providers also present new vulnerabilities
in the 5G era.

e The migration to 5G and subsequent winding down of second-genera-
tion (2G) mobile network technologies and third-generation (3G) mobile
network technologies services have the potential to reduce the overall
power consumption and carbon footprint of the information and com-
munication technology (ICT) sector. The network energy efficiency
over fourth-generation (4G) mobile network technologies promised by
5G’s target capabilities will lead to a further reduction in energy usage.
However, the increased data consumption anticipated with 5G adoption
and lower data costs over time—along with an increase in the number of
5G-enabled handsets and internet of things (IoT) devices per user—will
increase greenhouse gas emissions. The net impact of 5G adoption from
these various forces remains difficult to predict—particularly as innova-
tions in technology and applications are advancing rapidly.
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e Increased e-waste from pre-5G handsets, related peripherals, and dis-
carded IoT devices remains a concern, particularly in the African and
Asian developing countries that receive the bulk of global e-waste.

e Radiofrequency exposure from 5G networks is a growing concern among
citizens in many countries, but as of 2023, no conclusive evidence of risks
to people from such exposure has been found. Governments must man-
age communications around this topic and refer citizens to trusted insti-
tutions producing the latest research and guidance on health concerns.

INTRODUCTION

So far, this book has presented the design principles of 5G technology that
distinguish it from previous generations of mobile wireless technologies, has
discussed the implications for digital divides, and has described the array of
potential benefits that 5G networks can bring to a few notable sectors related
to the Sustainable Development Goals. This chapter discusses some major
risks that governments must consider, namely those for cybersecurity, includ-
ing risks to various user groups; sustainability, including climate change; and
health, including risks from electromagnetic fields, and concludes with a dis-
cussion of risk management.

CYBERSECURITY RISKS

Chapter 2 of this book reviewed the anticipated benefits of using 5G net-
works to develop critical sectors of the economy. There is a growing under-
standing that 5G networks may evolve into essential parts of the supply chain
for many critical services and applications. In such cases, confidentiality and
privacy will not only be necessary, but the integrity and availability of net-
works also will become major national security concerns and challenges (NIS
Cooperation Group 2019). Developing countries seeking a well-connected
future must prioritize securing 5G networks in ways that will serve a range
of sectors, applications, and use cases.

All generations of mobile communications technology are prone to attack.
In 2019, a mobile network could expect over 3,000 attack attempts per day
on average (Positive Technologies 2019). Common forms of attacks include
location tracking, eavesdropping (for corporate or state-sponsored espio-
nage), Short Message Service theft (for example, to breach the two-factor
authentication widely used in electronic payment systems), and data theft
(for any purpose). Although such attacks are harmful in any country, they
pose a bigger risk to developing countries, where cybersecurity capacity and
awareness of the dangers are limited (Amin et al. 2020).

New 5G technology promises better protection from its incorporation of
“security by design.” During the 5G standardization process, the security and
privacy of future users were carefully considered to solve problems identified
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in previous mobile network generations. Consequently, 5G is more secure
than its predecessors. The significant improvements incorporated into the
5G standards include stronger encryption of data and better verification of
network users’ identities.

5G also integrates new technologies, such as the software-defined net-
work, network virtualization, and multi-access edge computing. However,
its complexity in design and operation contributes to new vulnerabilities that
are not yet fully understood. Some threats are traceable not to 5G technology
per se but to new network attachments in the form of IoT devices (Kuchler
2017). Likewise, the evolving nature of cybercrime poses new risks. In addi-
tion, because the less secure networks of previous generations are still in use,
attacks utilizing those networks can still reach 5G through the interconnec-
tions required for roaming. The reuse of core elements of 4G technology in
5G non-standalone deployments also prevents the full implementation of
the unique security advances available in 5G standalone networks. Finally,
threats may rise with the use of advanced technologies, such as machine
learning, artificial intelligence (AI), and quantum computing, all of which
will evolve in parallel with 5G networks, using them, and being used by
them, for operation and management.t

Enhanced Security Architecture through Security by Design

The 5G security approach—*“security by design”—improves on previous
cellular generations, which relied on insecure protocols such as Signaling
System 7 and Diameter.2 Security by design is based on three principles. First,
like 4G, 5G applies mutual authentication, confirming that the sender and
receiver have established trust and their relationship is secured end to end.
Second, 5G presumes an open network, which rules out any assumption of
safety from overlaid products or processes and consequently necessitates a
security-by-design approach from the start. Third, as for previous generations
of cellular, 5G mandates the encryption of inter- and intra-network traffic,
rendering intercepted information worthless.

The 5G security architecture described in the 3rd Generation Partnership
Project’s technical specifications 33.401 and 33.501 includes six key areas
of improvement over previous network architectures (3GPP 2020a, 2020b):

e Network access security protects against attacks on access links. A major
enhancement is the introduction of a “subscription concealed identifier”
to protect user privacy, a one-time identity that is never repeated and
is exchanged between the user and the network only in an encrypted
format.

e Network domain security pertains to features that enable nodes to protect
against attacks and securely exchange signaling data and user data. This
concept includes trust models for the authentication of a requesting net-
work and enhanced home network control to validate the legitimacy of a
subscriber’s service request.
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o User domain security focuses on the security of user access to mobile equip-
ment. This concept includes internal security mechanisms, such as per-
sonal identification number codes, to ensure security between the mobile
equipment and the universal subscriber identity module.

e Applications and the features that enable applications in the user and pro-
vider domains are used for securely exchanging messages.

e Service-based architecture and its security and features enable it to com-
municate securely within the serving network domain and with other
network domains. Such features include the registration, discovery, and
authorization of network functions, as well as protection for service-based
interfaces.

e Visibility and configurability of security enable users to be informed whether
a security feature is in operation and whether services should depend on
the security feature. This design feature is critical, as many of the security
features defined in the 5G specifications are not mandatory for the mobile
operator to implement.

Open radio access network (RAN) technology is a network architecture
that allows for interoperability between RAN components from different
vendors to promote flexibility, innovation, and competition while reducing
reliance on a single vendor (vendor lock-in is common in traditional network
architecture). Open RAN also has important cybersecurity implications for
5G, given that it is increasingly being used to accelerate 5G adoption through
shared network architecture.

Although the “open” aspect may sound alarming from the perspective of
cybersecurity, it can support the cybersecurity of 5G in a few important ways.2
With open RAN, network operators can choose among vendors for different
components of the network to ensure the most optimal vendor and solution
arrangement. In addition, open RAN can leverage Al and machine learn-
ing technology focusing on specific components of the network architecture
through interconnected solutions to improve real-time response to threats.
Finally, open RAN can be integrated with other security solutions, such as fire-
walls and intrusion detection systems, to provide more comprehensive security.

5G’s Vulnerabilities and Threat Surface

Although the standardized network architecture for 5G offers significant
advantages, it also presents new intrinsic vulnerabilities related to software
flaws, cloud hosting, and supply chain risks, all of which network operators
and governments must consider. Because 5G is a software-based network,
the network operation is fully decoupled from the underlying hardware
components, instead relying on software for all its functions. This process
provides flexibility and improves network economics. However, software
flaws can have devastating effects on network operation and availability,
especially where core network functions are concerned. Therefore, the prior
verification of software and its updates is important.
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In addition, 5G networks’ readiness for cloud-based hosting creates vul-
nerabilities that arise from the need to rely on a third party, the cloud service
provider. Threats to cloud services could reveal confidential information and
affect the availability of the entire 5G infrastructure (ENISA 2019).

Supply chain risks are also widely viewed as national security challenges
to the extent that 5G infrastructure permeates the economy. Consequently,
increased attention has been placed to securing the 5G supply chain and
using ex ante measures—in addition to ex post mitigation measures—to
restrict vendors and suppliers profiled as high risk.

Looking ahead, advances in technologies like machine learning, AI, and
quantum computing will also affect the 5G security framework. The first two
will strengthen and improve network monitoring capabilities, cyberthreat
intelligence analytics, malware analysis, and detection of anomalies. Al-based
solutions may prove efficient for confronting certain types of attacks, and
automation can help improve threat identification and mitigation. However,
increased automation of network management will make it more susceptible to
“adversarial AI” attacks that seek to interfere with automated decision-making.

Quantum communications, information processing, and computing are
quickly evolving scientific fields with implications for 5G network security.
As technologies based on these disciplines enter the commercialization phase,
they may have a dramatic effect on the entire ICT ecosystem, including 5G.

As with machine learning and Al the anticipated impact is expected to
be twofold. On the one hand, quantum-based technologies will substantially
contribute to overall cybersecurity by providing solutions to enduring secu-
rity problems. For instance, quantum key distribution will provide a secure
way to share encryption keys over an insecure channel, while quantum
digital signatures will provide absolute assurance of authenticity, integrity,
and nonrepudiation of electronic messages. On the other hand, the extraor-
dinary processing power provided by quantum computing puts all widely
adopted cryptography and security algorithms at risk, including those used
to protect 5G networks. The 3rd Generation Partnership Project and other
standardization bodies are analyzing the impacts of quantum-based capa-
bilities on 5G and considering ways to address the risks (3GPP 2019; ETSI
2015). Future releases of 5G specifications will include an updated definition
of quantum-safe cryptography to ensure that the encryption algorithms used
on 5G networks are sufficiently resistant to attacks by quantum computers.

Beyond new intrinsic risks and those from advanced technologies, expo-
sure to both accidental and malicious attacks—also known as the “threat
surface”*—will also increase with 5G, mainly due to the major increase in
data traffic and novel types of IoT users.2 It is estimated that the number of
these operatorless terminals (the “things” in IoT) connected to the internet
will soar in the coming years (Gartner 2019):

e By 2023, the installed base of 5G endpoints could reach 49 million units.

e By 2024, 5G networks are expected to carry 35 percent of global internet
traffic, nearly tripling from 2020 (Peisa et al. 2020), further enlarging the
threat surface.
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At the same time, attack types common to networks of previous genera-
tions will remain relevant to 5G. Such attacks include botnets that take control
of connected devices and use them as weapons and denial-of-service attacks
that flood a network or website with so much traffic that it cannot respond.¢
These and other types of attacks relevant to 5G are summarized in figure 3.1.
The security threats stemming from the IoT are not caused by 5G’s security
technology but instead by the inherent vulnerability of the IoT devices; these
threats must be assessed and addressed separately.

Interconnections with pre-5G networks create a separate category of
threats. Interconnection implies trust, which is an intrinsic security problem
of mobile networks that can be solved only by universal migration to 5G. In
2G technology (Global System for Mobile Communication), 3G (Universal
Mobile Telecommunications System), and 4G (Long-Term Evolution), the
interconnections between networks are based on insecure signaling proto-
cols. The vulnerabilities of these protocols can be exploited to launch attacks
that can compromise users’ privacy, with location tracking and eavesdrop-
ping among the possibilities (Engel 2014). Unfortunately, 5G networks
cannot avoid such interconnections, as they are required for the roam-
ing arrangements that give users universal connectivity for their calls and
data.Z However, the 5G standardization process strengthened the security

Summatry of the 5G threat surface
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of internetworks (where two or more computers can interact in a shared
system) through a function known as the “security edge protection proxy.”
While these security measures verify the identity of the external network
element, they still depend on trusting that the external network operator will
not exploit the connectivity maliciously.

Not all threats have the same impact. The severity of threats varies by net-
work segment, creating a varied risk landscape, which is mapped in table 3.1.
Although all 5G network segments are susceptible to threats, threats to the
core network, if they materialize, generally have a greater impact.

5G threat surface, by network segment

Network
segment Threat

Mobile device and « Mobile to network: A large number of infected devices controlled by an attacker launch
user equipment a distributed denial-of-service attack against the network.
* Mobile to the internet: A large number of infected devices controlled by an attacker
launch a distributed denial-of-service attack against an internet site.
* Mobile to mobile: Infected devices launch an attack against other mobile devices to
spread malware.
* Internet to mobile: Malware is delivered to the mobile network through an infected
internet site.

RAN Most published attacks against RANs involve rogue base stations, also commonly referred
to as “cell-site simulators” or “IMSI catchers”.? The equipment of the targeted user is
attacked during its initial attachment to the network procedure or by using the IMSI
paging feature (paging attacks). Information about a specific IMSI can be used for other
attacks. Although it was believed that improvements in the 5G standards mitigated such
attacks, more recent publications (Borgaonkar et al. 2019; Hussain et al. 2019) suggest
that they are still possible.

Core network Because they are based on internet protocols, 5G networks are potentially vulnerable to
internet protocol-based attacks. Attacks on the core network (for example, via a distributed
denial-of-service attack on 5G core network elements such as the access and mobility
management function, the authentication server function, or the unified data function)
may provoke loss of coverage over wide areas. Attacks also could provoke significant
degradation of network performance.

Network With no authentication built in by design, the signaling protocols used in 2G, 3G, and 4G
connectivity and technologies are insecure and vulnerable to attacks that can compromise user privacy.
signaling 5G’s security architecture introduces the security edge protection proxy to address that

vulnerability. However, this solution is not yet fully standardized.

Roaming network  Given that networks based on previous generations are much less secure than 5G, attacks
generated in those networks can reach 5G through the trusted interconnection channels
that are required to serve roaming subscribers.

Applications and  Over-the-top applications and services provided over 5G networks may be subject to
services attack. With growth in traffic volume and in the number of connected devices on which
applications and services rely, the associated risks of attacks also increase.

Source: Fixler and Weinberg 2020.

Note: 2G = second-generation mobile network technologies; 3G = third-generation mobile network technologies;

4G = fourth-generation mobile network technologies; 5G = fifth-generation mobile network technologies;

IMSI = international mobile subscriber identity; RAN = radio access network; RBS = radio base station.

a. An RBS, a device operating on spectrum licensed to network operators but not owned or operated by the network
operator or the subscribers, acts like a cell tower and broadcasts a signal pretending to be part of a licensed mobile
network, seeking to trick an individual user’s equipment into connecting to it. The hardware necessary to build an RBS
can be obtained using inexpensive off-the-shelf parts. The software required to operate an RBS is open source and
freely available (Nakarmi, Kuman, and Norrman 2018; NIST 2017).
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5G’s Risk Landscape for Different User Groups

The dangers posed by 5G cyberattacks vary by type of user. The five major
user groups are individual users (end users), operators of connected IoT
devices, mobile network operators or 10T service providers, businesses, and
national governments.

e Individual users rely on their mobile devices for ready access to services
related to their personal and professional lives. The inability to access
mobile services or information stored on their devices, the leakage of
private information, and the compromises of mobile-based two-factor
authentication represent serious risks to individual users, as does the risk
of invasion of privacy through location tracking, remote activation of
the device’s camera or microphone, or impersonation® (Rupprecht et al.
2020). The most severe risks to individual users are the potential loss of
information due to ransomware and financial harm due to the hijacking
of two-factor authentication.

e Operators of connected [0T devices face two major risks: the leakage of infor-
mation collected by the device and the interruption of services. With
billions of connected IoT devices, the amount of private or otherwise
sensitive information will drastically increase and become at risk of
cyberattack. Targeted information may include aspects of a person’s life,
such as their movements, activities, or health. Information related to
critical machine operations may also be targeted. The risk is especially
severe in the case of IoT devices providing mission-critical services, such
as medical devices and connected cars. The most severe risk is the inter-
ruption of services due to denial-of-service attacks.

e Mobile network operators or 10T service providers confront three main risks: the
nonavailability or diminishment of network services, the corruption of bill-
ing functions, and the leakage of consumer information. Curtailment of ser-
vices may be local, with affected areas limited to the coverage of a specific
tower or location. A much more severe risk is the loss of coverage over a
wide area or even a national territory, which could result from an attack on
core network functions. Interference with the ability to conduct precise bill-
ing is a substantial risk to network operators, as is the leakage of consumer
personal data, which may result in violation of privacy regulations.

e Businesses, with their increased reliance on digitalization, must understand
that the cyber risks from 5G will increase for enterprises of all sizes. The
majority of cyberattacks are likely to be disruptions of services delivered
over mobile channels to consumers, attacks on internal information tech-
nology systems through cellular channels, disruptions of web-based inter-
net services, and exposure of the locations and movements of company
employees.
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e National governments face risks that have implications for public safety,
including disruption of critical infrastructure services in telecommunica-
tions, the water supply, energy, transportation, policing, and health care,
making smart cities particularly vulnerable. All risks in this category are

assessed as severe, as indicated in table 3.2.

This chapter discusses only the most significant cybersecurity risks of 5G
networks. Many threats and vulnerabilities are contingent on national cir-
cumstances, and policy makers in developing countries should compile an
inventory of all possible 5G security risks, considering the detailed analy-
ses that have been produced elsewhere (for example, refer to CISA 2019a,

2019b; ENISA 2019).

Summary of potential risks for various 5G user groups
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Parameter
Total
User group Potential damage Severity Effort Feasibility risk
Individual users  Availability of service (denial-of- 1 1 5 3.0
service attack)
Privacy invasion 2 3 4 3.0
Leakage of private information 2 3 5 3.5
Location tracking 2 2 5 3.5
Impersonation 3 4 4 3.5
Loss of information (ransomware) 3 3 5 4.0
Financial losses (attack on two- 4 3 5 4.5
factor authentication)
Operators of Leakage of information 3.5
connected loT Interruption of service 3 5 5.0
devices
Mobile network Leakage of consumer information 4 5 3 3.5
operators or 0T | oss of local network availability 4 3 4 4.0
service providers Loss of countrywide availability 5 5 3 4.0
Disruption of billing 4 3 4 4.0
Businesses Tracking of corporate employees 2 2 3 2.5
Disruption of web-based services 2 2 5 3.5
Loss of access to company resources 3 3 4 3.5
Interruption of services to consumers 4 3 4 4.0
National Disruption of critical infrastructure 5 4 4 4.5
governments Disruption of communications 5 4 4 45
infrastructure

Source: Fixler and Weinberg 2020.

Note: Risks are scored subjectively from lowest (1) to highest (5). Assessments are based on three parameters. Severity
pertains to the level of potential damage or disruption, and the score is based on an assessment of the number of
people affected and the ensuing damage. Effort indicates the level of effort or skill required to implement the attack,
and the score is based on the complexity of the implementation of the attack. Feasibility is an estimate of the likelihood
of a given attack, and the score incorporates the effort score. The total risk score is based on the average of the scores

for severity and feasibility. loT = internet of things.
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Managing Cybersecurity Risks

5G’s softwarization and its interconnections with older mobile networks cre-
ate vulnerabilities, and its threat surface is further enlarged by the amount
of critical business data the networks will carry. Because no one is better
placed to maintain security, operators of 5G networks are urged to be proac-
tive in implementing security measures, for example, by establishing internal
network security certification; establishing processes to verify supply chains,
including vendor diversification and vendor verification for new network
elements, software updates, and maintenance processes; and vetting cloud
hosting services. The zero-trust principle, which aligns user access and priv-
ileges according to preestablished rules, should be adopted when protect-
ing one 5G subsystem from another, with continuous application of security
assurance procedures. Mobile operators with IoT offerings will need to exe-
cute similar measures, including internal certification processes, supply chain
verification, cloud hosting service verification, personnel verification, and
increased security services for sensitive users.

The role of governments in defining requirements and supporting
5G security at the national level will be even more critical than under
previous generations of mobile communications. Governments should
undertake thorough and regular national 5G cybersecurity risk assess-
ments to identify vulnerabilities, threats, and risks and adjust mitiga-
tion measures accordingly. Legislatively, governments should define
and establish a 5G certification framework that includes minimum
security requirements to be implemented in 5G networks, as well as
arrangements for implementing certification procedures for various
defined network elements.

A mnational cybersecurity center functioning as the executive agency for
cybersecurity policy should be closely involved throughout the process.
Certified equipment and procedures should be promoted consistently. To
facilitate validation and verification of software updates before implemen-
tation, governments may wish to establish a national 5G cybersecurity test-
bed in collaboration with the private sector. Governments should anticipate
the demand for cybersecurity-related skills and ensure an adequately trained
labor force.

Because stakeholders’ priorities will vary at every stage of the 5G imple-
mentation process, some actions must be taken before others. Countries are
at varying stages of 5G deployment, with some just starting to debate the
costs and benefits of 5G technology, others making concrete plans, and still
others scaling up their commercial 5G networks. The following three tables
provide recommendations based on 5G status: table 3.3 focuses on countries
without a current 5G implementation process, table 3.4 focuses on countries
in the planning phase, and table 3.5 focuses on countries already imple-
menting 5G.
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Recommendations for countries without a current 5G implementation process

User group

Recommendation

Individual users .

Encourage users to consider mobile needs.

Mobile network .
operators

Participate in a national 5G security group (see description under “National
governments”).

Define an internal network security certification process.

Define a supply chain verification processes, including vendor diversification,
verification of new network elements, software updates, and maintenance processes.
Define the verification processes for cloud hosting services.

Define the personnel verification program that includes periodic random verifications,
the distribution of responsibility (avoiding single points of failure in responsibility), and
the implementation of security training programs.

Mobile 10T service -«
providers

Identify the loT services requiring 5G capabilities for performance and enhanced
security.

Businesses « Build a business case for 5G networks, asking whether to implement enhanced mobile
broadband; massive machine-type communications; or ultra-reliable, low-latency
communications.

National « Conduct a national 5G cybersecurity risk assessment.

governments « Define and adopt a 5G certification framework to include the following:

* Scope of application for hardware and software, specifying hardware and software
components; software updates, applications, and services; and cloud hosting
services

* Minimum security requirements for 5G networks, including the type of encryption
used and standardized (but not formally mandated by 3GPP, such as the
“subscription concealed identifier”)

* Certification process

Create a national 5G cybersecurity group comprised of 5G network operators,

operators of critical infrastructures, and the national cybersecurity center.

Estimate the future demand for cybersecurity skills, and develop educational tracks to

ensure an adequately skilled labor force.

Source: Original table for this book.
Note: 3GPP = 3rd Generation Partnership Project; 5G = fifth-generation mobile network technologies; 10T = internet of

things.

Recommendations for countries planning 5G implementations

User group

Recommendation

Individual users

« |dentify 5G utilization needs, including security aspects.

Mobile network operators ¢ Implement an internal network security certification process.

* Implement a defined supply chain verification process.

* Implement a verification process for cloud hosting services.

* Recognize the need to interconnect with legacy networks, verify the
implementation of the “security edge protection proxy” per 3GPP
requirements, and maintain a list of external connectivity partners.

* Because the initial 5G implementation in non-standalone mode will be based
on 4G (LTE) cores, include in roaming agreements the definitions of proper
interconnectivity security procedures, using diameter end-to-end signaling
security solutions as specified in recent updates of GSM Association standards
FS.19, FS.21, and IR.88.

* Implement a personnel verification program.

(continued)
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(continued)

User group

Recommendation

Mobile loT service
providers

Define an internal network security certification process.

Define the supply chain verification process to include vendor diversification
and the verification of vendors, new network elements, software updates, and
maintenance procedures.

Define the verification process for cloud hosting services.

Define a personnel verification program to include periodic random
verifications, the distribution of responsibility (avoid lone responsibility for
critical events), and the implementation of security training programs.

Businesses

Start the commercial phase of security for the network.

National governments

Set up the implementation of the certification process through public, private,
or international certification bodies. Keep the national cybersecurity center
closely involved in the definition process.

Encourage the implementation of certified equipment and procedures in

5G. Consider economic incentives such as full or partial compensation for
equipment-related customs fees, and review the frequency of licensing fees
and loosening of coverage targets for heightened security services.

In collaboration with the private sector, establish a national 5G cybersecurity
testbed to validate and verify hardware and software before 5G deployment.
Create a national forum to promote and debate open 5G issues, including
cybersecurity.

Source: Original table for this book.
Note: 3GPP = 3rd Generation Partnership Project; 4G = fourth-generation mobile network technologies;
5G = fifth-generation mobile network technologies; 10T = internet of things; LTE = Long-Term Evolution.

Recommendations for countries in the process of implementing 5G

User group

Recommendation

Individual users

Use only certified equipment.
Put personal precautionary measures into practice.
Consider subscribing to dedicated mobile protection services.

Mobile network operators

Develop and provide increased protection services for the security of sensitive
users (for example, value-added services). Such services could provide
improved security from well-known attacks, such as IMSI catchers.

Mobile loT service
providers

Implement an internal network security certification process.

Implement a supply chain verification process.

Implement a verification process for cloud hosting services.

Implement a personnel verification program.

Develop and provide increased protection services for the security of sensitive
users (for example, value-added services). Such services shall provide
improved security from well-known attacks, such as IMSI catchers.

Businesses

Implement a cybersecurity training program.

If relevant, subscribe to increased protection services from 5G network
operators and loT service providers.

Ensure that corporate assets are protected from mobile-sourced cyberattacks.

National governments

Operate a war room that manages and supports all the above groups against
cyberattacks.

Source: Original table for this book.
Note: 5G = fifth-generation mobile network technologies; IMSI = international mobile subscriber identity; loT = internet

of things.
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SUSTAINABILITY RISKS: 5G’s CARBON FOOTPRINT AND
IMPACT ON E-WASTE

The most important sustainability concerns surrounding 5G’s deployment
center on its impacts on climate change and e-waste, which have important
implications for both industry and governments seeking to mitigate negative
environmental impacts resulting from a 5G-enabled economy. As of 2022,
little research had been done on forecasting an accurate estimation of the
net impact of 5G infrastructure and technologies. The research that has been
carried out is limited by unknowns for if and when 5G target capabilities
will be reached and commercialized, as well as by the difficulties involved
with predicting the innovations in technologies and applications. This section
explores the drivers of sustainability concerns related to 5G deployment and
adoption, focusing on energy consumption and e-waste.

Energy Consumption and E-Waste

Mobile network operators note that the energy consumption of a 5G base
station may be two to three times greater than that of a 4G base station
(GSM Association 2019). However, if 5G’s target capabilities are reached,
these technologies would yield significant efficiency improvements over 4G,
with up to 100 times greater network energy efficiency as compared with
4G, as noted in chapter 1 of this book. However, the overall balance between
efficiency gains and increased energy consumption is difficult to predict, and
it will depend on the overall increase in global data consumption, which
will continue to rise as the cost of mobile data decreases and the number of
subscribers increases.

A similar phenomenon manifests beyond network infrastructure, where
end user devices, such as handsets and IoTs, are becoming more energy effi-
cient while also increasing in overall number of devices per user as costs go
down and the breadth of innovative applications expands. This reality not
only pushes up greenhouse gas emissions but also increases the amount of
e-waste, as will be discussed later in this section.

5G adoption may yield additional energy savings due to the reduction in
overall electricity consumption derived from winding down earlier gener-
ations of network technologies, as indicated in figure 3.2. For an accurate
measure of the energy efficiency of 5G networks as it relates to enhancing cli-
mate adaptation, more research and better long-term data are needed. Based
on actual deployments over time, the findings of this research would enable
the improved forecasting of the impact of future energy-saving innovations
in manufacturing, infrastructure, and IoT devices and handsets.

The net effects of these various efficiency and consumption trends in 5G
technology, deployment, and applications make it difficult to predict accu-
rately the overall impact of a 5G-enabled economy on overall energy con-
sumption and greenhouse gas emissions.
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FIGURE 3.2 Mobile network electricity consumption to 2030
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5G = fifth-generation mobile network technologies; TWh = terawatt hours.

E-waste is another environmental risk of 5G deployment and adoption.
Already a significant problem in the pre-5G world due to technology obso-
lescence, electronic waste encompasses not only mobile phones but also
computers and laptops, televisions and displays, and other electrically pow-
ered products that are eventually dumped into landfills (US Environmental
Protection Agency n.d.). Each generation of mobile technologies is accompa-
nied by myriad new devices, such as handsets, cables, power blocks, listening
devices, and memory storage components. The emergence of 3G networks
and 3G-enabled smartphones required consumers to replace devices designed
for earlier generations to enjoy the faster speeds and new features of 3G con-
nectivity. Similarly, the emergence of 5G networks will result in the replace-
ment of older-generation phones (particularly 3G and earlier handsets),
which cannot communicate with 5G base stations (4G devices can continue
to be used with non-standalone 5G networks).

The related e-waste risk is greatest when these older phones are not dis-
posed of correctly, as they contain hazardous materials that can seep from land-
fills and other waste sites into the soil and groundwater (US Environmental
Protection Agency n.d.). The lithium-ion batteries that power many smart
phones make up a large share of the hazardous materials found in handsets.
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Rapid innovation in connected IoT devices, spurred by 5G technology,
may also increase the amount of e-waste from 5G as compared with pre-
vious generations of mobile networks. As with handsets, the batteries used
to power 5G-enabled IoT devices will amplify the amount of e-waste pro-
duced (Knight 2020). Refurbishing and recycling are ways to mitigate this
e-waste, along with product design innovations that focus on reducing the
amount of hazardous material used in consumer products. Future innova-
tions in waste management may also help resolve this problem, especially
if the costs of extracting hazardous materials and recovering rare earth met-
als can be reduced. Unfortunately, the problem of e-waste from 5G network
deployment and adoption is likely to pose an even greater risk to developing
countries, particularly those in Africa and Asia, which already receive much
of the world’s e-waste (Dalul 2020).

Guidelines on Carbon Emissions and E-Waste

In 2019, a group of mobile network operators representing more than two-
thirds of all global mobile connections agreed to reveal data on their net-
works’ climate impacts, energy use, and greenhouse gas emissions (GSM
Association 2019). The group has expanded to include the Global Enabling
Sustainability Initiative, the International Telecommunication Union, and
the Science Based Targets Initiative to facilitate a more collaborative effort
to understand the carbon footprint of ICT as a whole and to help ICT
companies “set targets in line with climate science” (ITU-T 2020, v).2 This
issue has led to the drafting of ITU-T Recommendation L.1470, which
outlines how the sector could reduce greenhouse gas emissions by 45
percent by 2030. As of 2022, many operator groups representing almost
half of mobile connections and almost two-thirds of industry revenue
worldwide, had committed to working toward science-based targets (GSM
Association 2022).

For e-waste guidelines, a few multilateral conventions on the trans-
boundary movements of hazardous waste and disposal have been devel-
oped, of which the Basel Convention is perhaps the most prominent
example. The Basel Convention was designed to address the transfer of
hazardous waste from developed to developing countries. Adopted in 1989,
the convention focused on the transport of hazardous waste more broadly
rather than on the narrower domain of mobile network devices, let alone
on 5G handsets, batteries, and IoT devices. In 2019, technical guidelines
were adopted under the convention that focused on categorical defini-
tions and transboundary movements of e-waste, as well as on guidance for
facilities.1® Although these guidelines reference the collection, movement,
refurbishment, recovery, and recycling of end-of-life mobile phones, they
do not address any 5G-inspired updates or revisions, which may be needed
in future years to address the inevitable exponential increase in 5G-enabled
IoT products and devices.
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Managing Sustainability Risks

Environmental risk management requires attention to the energy con-
sumed in the manufacturing and use of mobile equipment and to the
growing amount of e-waste, which pose not only environmental dan-
gers but also health hazards. E-waste is a concern for the few developing
countries that receive the global e-waste generated in other countries. This
problem will undoubtedly grow with new generations of mobile technol-
ogies beyond 5G.

Governments that are concerned about the carbon footprint of the 5G
era have an opportunity to proactively address the overall carbon foot-
print of the ICT sector, not merely the latest generation of mobile tech-
nologies. Governments can do this by setting and adopting national
regulatory standards aligned with international best practices and standards.
The Intergovernmental Panel on Climate Change would be a useful starting
point for policy makers seeking to develop domestic standards that protect
the environment within and beyond their borders (IPCC 2018). Countries
may also choose to participate in and adhere to multilateral conventions
related to e-waste, such as the Basel Convention.

HEALTH RISKS

Civil society’s concerns about the possible health effects of radiofrequency
(RF) exposure from 5G’s beamforming and network densification intensified
after the onset of the COVID-19 crisis in 2020. Unscientific claims have been
made that 5G is a vector that spread the novel coronavirus (Grad 2020).
Dozens of arson attacks on cell towers and confrontations with mainte-
nance workers and engineers have been reported in Europe, New Zealand,
and North America (Waterson and Hern 2020). Developing countries were
affected as well, to the point where governments, for example, of Nigeria, had
to reassure their citizens that no 5G base stations were deployed (“Nigeria:
NCC Clears Doubts Over 5G, COVID-19 and Security” 2020). This issue led
the World Health Organization (WHO) to declare that no scientific evidence
exists to support the claim that 5G has adverse health effects caused by expo-
sure to electromagnetic fields (EMFs) (WHO n.d.).

The broader discourse linking health risks to 5G networks has three
themes, which are discussed in the following sections:

¢ Radiation health risks of 5G networks

e Radiation health risks from cellular usage, including devices and
infrastructure

e Purported link between 5G network deployment and the COVID-19
pandemic.
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Research on Radiation Exposure and Cellular Use

Human exposure to EMFs at home and at work has been well documented
since the 1960s (Gye and Park 2012). Research has covered mobile net-
works as well as other communications media, such as Bluetooth and Wi-Fi.
Studies have been conducted in academia, industry, and global and national
health institutions, and none have demonstrated a direct causal link between
cellular phone usage and cancer.

Following a 10-year study from 2008 to 2018, the US Food and Drug
Administration concluded that “there is insufficient evidence to support a
causal association between radiofrequency radiation exposure and [tumor
formation]” (US Food and Drug Administration, 2022). The National
Toxicology Program in the United States does not include RF radiation on
its list of known or suspected carcinogens. The US Federal Communications
Commission (2020) and US Centers for Disease Control and Prevention
(2014) have also stated publicly that they have no scientific evidence of a
causal link between wireless devices and cancer. Scientific reviews of existing
literature have produced no conclusive evidence directly linking exposure to
wireless technology to causing adverse health effects (WHO 2020).

The primary risk of RF radiation exposure from current 5G technologies is
tissue heating (WHO 2020). However, the high-band allocations for 5G are
much less penetrating than the radio waves used by television and FM radio
broadcasting, and the energy emitted from 5G radio waves is well within the
range of nonionizing radiation, as illustrated in figure 3.3.

The public concern about the health risks of cellular technology may
be explained by the absence of full and unanimous consensus among
researchers. Although dissent is a common characteristic of research findings
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in most domains, the disparate interpretations of the research findings in
this field have aroused public concern in many countries. One example
is a statement from WHO’s International Agency for Research on Cancer
(IARC 2013), which classified RF radiation as a Group 2B agent, a category
reserved for items that are “possibly carcinogenic to humans.” According to
the agency, this label is applied to agents “[for] which there is limited evidence
of carcinogenicity in humans and less than sufficient evidence of carcinogenicity in
experimental animals” (IARC 2013, 30). The label may also be used when
there is “inadequate evidence of carcinogenicity in humans but ... sufficient evidence
of carcinogenicity in experimental animals” (IARC 2013, 30).

Many other common agents appear in this broad category, such as natu-
rally occurring elements in aloe vera, pickled vegetables, coffee, and fruits.
Although they are classified in the same group, few of these items receive
the same public response and outcry as RF radiation. The phenomenon has
been exacerbated by the latest generation of 5G networks and infrastructure.

The lack of official positions from certain trusted organizations, such as
the American Cancer Society (ACS) in the United States, may contribute to
concern and confusion among skeptical citizens. However, although the ACS
has not made an official declaration, it has provided extensive information
on its website to highlight the nonionizing nature of 5G, along with some of
the nuances of the research process that may have contributed to findings
beyond the general consensus (ACS 2022).

The misunderstanding of scientific research and misinterpretation of find-
ings is a significant challenge that policy makers in developing countries must
consider. Although consensus exists on the impact of both 5G networks and
general cellular usage on health, more research on 5G is needed, particu-
larly for the high band of the spectrum, owing to denser radio deployments
(Reardon 2020).

Public concern about 5G infrastructure has been greater than that with
previous mobile generations, and this concern was exacerbated by the global
COVID-19 pandemic. This issue may seem surprising, as no evidence exists
of a causal relationship between 5G and any form of coronavirus transmis-
sion. Nonetheless, unproven theories about 5G health risks continue to be
spread virally by internet users and through media outlets reporting on the
phenomenon (Bruns, Harrington, and Hurcombe 2020).

Guidelines on Radiation Exposure

Over the years, various organizations have developed public health guide-
lines for radiation exposure to inform policy making on communications
technology. WHO formally recognizes two international bodies that have
published guidelines on recommendations for overall exposure to RF radi-
ation: the International Commission on Non-Ionizing Radiation Protection
(ICNIRP) and the Institute of Electrical and Electronics Engineers (IEEE).
Other professional bodies also provide international standards for limiting
human exposure to EMFs (refer to appendix A). On the health implications
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of EMF exposure from 5G, WHO anticipates no adverse consequences for
public health from overall exposure that remains below international guide-
lines (2020) and is expected to publish its study of health risk assessments of
RF radiation in 2022 (WHO 2020).

For 5G technologies, ICNIRP (n.d.) notes the following:

Another general characteristic of RF EMFs is that the higher the fre-
quency, the lower the depth of penetration of the EMFs into the body.
As 5G technologies can utilize higher EMF frequencies (>24 GHz) in
addition to those currently used (<4 GHz), power from those higher fre-
quencies will be primarily absorbed more superficially than that from
previous mobile telecommunications technologies. However, although
the proportion of power that is absorbed superficially (as opposed to
deeper in the body) is larger for the higher frequencies, the ICNIRP
(2020) restrictions have been set to ensure that the resultant peak spatial
power will remain far lower than that required to adversely affect health.
Accordingly, 5G exposures will not cause any harm providing that they
adhere to the ICNIRP (2020) guidelines.

Critics have pointed out that the safety limits of these guidelines have been
based on tissue heating and have largely ignored the secondary effects of
exposure to RF radiation (Belpomme et al. 2018). Some critics are also con-
cerned that 5G network deployments are taking place without precautions,
including a reexamination of scientific studies that confirm the health risks
of EMF exposure (Hardell and Carlberg 2020). These collective concerns
have led to efforts to halt 5G deployment in some jurisdictions—including
the European Union, where 406 scientists and medical doctors signed a 2017
appeal requesting a moratorium on 5G deployments until a full study can
be carried out to confirm that 5G does not present health risks to humans
(Nyberg and Hardell n.d.). The EU rejected the appeal.

The latest guidelines from ICNIRP, published in March 2020, cover EMF
exposures above 6 gigahertz, which includes the mid and high bands of the
5G spectrum. ICNIRP asserts that its guidelines were developed based on
thorough reviews of reproducible studies with scientific validity, including
the review conducted by WHO in 2014; likewise, the commission claims to
have examined all potential impacts of RF radiation on health (ICNIRP 2020).

Managing Health Risks and Perceptions

The lack of clear, consistent, and reassuring messaging from government,
industry, academia, and civil society organizations has enabled misinforma-
tion and confusion to spread, particularly on the purported danger of EMF
exposure from 5G cellular networks. To fight misinformation and dispel con-
fusion, governments and other trusted organizations should mount coordi-
nated messaging campaigns. Governments must manage communications
about this topic and refer citizens to trusted institutions that are producing
the latest research and guidance on health concerns. Global coordination of
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tunding, research, and messaging among countries would also help increase
the clarity and consistency of information.

Setting RF exposure limits to protect public health is an important issue.
Policy makers in all countries must assess the trade-offs between strict pre-
cautionary standards and higher capital costs for 5G networks. While doing
so, they must provide maximum transparency and scientific evidence to
inform the public about the potential health implications of RF exposure
and the protections offered by regulatory limits. Governments can do this by
establishing a working group that is effective in public engagement with the
purpose of demystifying, educating, facilitating discussions, and promoting
community awareness of past and present research on the safety and envi-
ronmental impact of nonionizing radiation. The group should also inform the
public on the current legal and regulatory frameworks to enforce EMF limits.

Countries should mandate a sufficient level of institutional capacity in
knowledge, facilities, staffing, and equipment to monitor and enforce com-
pliance, respond to citizen complaints and inquiries, and investigate cases
that might be attributed to nonionizing radiation. Governments should also
review the basis of the existing standards for EMF exposure limits and adhere
to international guidelines as they develop their national EMF standards. In
2018, the IEEE and the International Electrotechnical Commission formed
a joint working group—the International Committee on Electromagnetic
Safety—to develop common standards for assessing human exposure.
Countries” attention and adherence to the guidelines of the working group,
and those of ICNIRP, are strongly recommended.

Regardless of which 5G deployment option a government chooses, policy
makers must manage the risks related to cybersecurity, sustainability, and
health concerns among the public to capture the full benefits of the new
mobile technologies standards and facilitate their deployment. Chapter 4 fur-
ther examines these risks, referencing the regulatory and policy implications
of these risk management efforts.

NOTES

1. Working Group SA3 of the 3rd Generation Partnership Project (3GPP) is respon-
sible for determining 5G network security and privacy requirements and specify-
ing security architectures and protocols. As noted in chapter 1, each generation
of mobile technologies” standards is defined by a series of vision statements and
performance requirements to which countries agree through the International
Telecommunication Union. 3GPP then transforms those agreements into detailed
technical standards for purposes of product and service development. SA3 ensures
the availability of the cryptographic algorithms included in the specifications and
accommodates, as far as practical, regional variations in security objectives and
privacy requirements set by national regulators. In parallel, the fraud and security
group of the GSM Association proposes updates to existing standards and develops
new draft standards specific to the security and anti-fraud aspects of 5G. The GSM
Association is the trade association for the mobile communications industry (refer
to0 www.gsma.com).


www.gsma.com�

2.

6.

10.
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Signaling System 7 was designed in the 1980s, when the number of telecom-
munication networks in the world was much smaller, being made up of national
carriers and large international companies. Trust among network operators was
assumed, and interconnection was based on this trust, with no authentication built
in. Currently, with many operators, roaming arrangements are still based on trust.
Developed in 1998, Diameter is an authentication, authorization, and accounting
protocol for electronic networks. The 3GPP uses Diameter in many interfaces, most
notably in Long-Term Evolution, as new commands and attributes can be defined
for each interface. Diameter includes no encryption but can be protected by trans-
port-level security (Internet Protocol Security or Transport Layer Security).

. For more details on how 5G can be secured through open RAN architecture,

refer to https://www.cisa.gov/sites/default/files/publications/open-radio-ac-
cess-network-security-considerations_508.pdf.

. 5G threat surface analysis is a complex and laborious exercise conducted in just a

few developed countries. This section offers a general understanding of the topic.
For a more detailed analysis, refer to ENISA (2019).

. According to Huber (2019), “security can be patchy for some IoT devices, espe-

cially low-cost and low-powered items. Hackers can use technology to scan hun-
dreds of thousands of devices for weak security, such as those with the default
passwords—'admin,” ‘guest,” or ‘password’— that they were sold with. [...] The
likelihood of finding an IoT device that hasn’t been set up properly, or with a
weak password, is quite high.”

A botnet is a collection of internet-connected devices infected with malware that
allows hackers to control them. Cyber criminals use botnets to instigate attacks
whose purpose may be to cause credential leaks, unauthorized access, data theft,
or service denial. For more details, refer to Akamai (2017). A denial-of-service
attack occurs when legitimate users are unable to access information systems,
devices, or other network resources due to the actions of a malicious cyber threat
actor. The affected services may include email, websites, online accounts (for
example, banking), or other services that rely on the affected computer or net-
work. Denial of service is accomplished by flooding the targeted host or network
with so much traffic that the target cannot respond or simply crashes, preventing
access for legitimate users. For more details, refer to CISA (2019b).

. Roaming agreements allow operators to control access for roaming subscribers

and manage roaming services. The home operator entrusts the roaming operator
with serving its subscribers, and interconnection is used to support that service.

. The vulnerability allows attackers to impersonate a mobile device, enabling them

to register for services in the owner’s name.

. The Science Based Targets initiative “drives ambitious climate action in the

private sector by enabling companies to set science-based emissions reduction
targets”; refer to https://sciencebasedtargets.org. General European Strategic
Investments is a public-private partnership of ICT companies and international
organizations focused on steering the ICT sector toward sustainable development;
refer to http://gesi.org.

For more information on the Basel Convention on the Control of Transboundary
Movements of Hazardous Wastes and Their Disposal, refer to http://www.basel
.int/. The 2019 technical guidelines on e-waste are available at http://www
.basel.int/Implementation/TechnicalMatters/DevelopmentofTechnicalGuidelines
/TechnicalGuidelines/tabid/8025/Default.aspx.
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Regulatory Imperatives,
Policy Challenges, and
Recommendations for Action

KEY MESSAGES

Decisions about policy, regulation, and investment all have major impli-
cations for how the fifth-generation (5G) mobile networks are built, oper-
ated, and integrated into daily life.

Spectrum is a finite resource that must be allocated wisely and deliber-
ately as advanced mobile networks develop and take shape, particularly
with new business models and industry players in sectors beyond tele-
communications. It is essential for all types of mobile communications and
many other scientific, military, civil, and commercial activities.

Regulators have an important role in facilitating the deployment and
operation of 5G networks, in developing cell sites and fiber networks,
in sharing infrastructure and spectrum, and in influencing the pace of
innovation.

INTRODUCTION

Mobile telecommunications operators have been the primary drivers of
the expansion and uptake of previous generations of mobile technology.
The same will be true for 5G, with operators worldwide expected to invest
close to US$1 trillion in 5G networks from 2020 to 2025 (GSM Association
2020). Additional investments by other industries are expected as well. Most
investment will occur in high-income countries, but developing countries
will benefit, too (refer to figure 4.1). Yet, investment is only one factor in
the broad array of decisions about policy and regulation that will shape how
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FIGURE 4.1 Capital spending for 5G, 2020-25 (US$, billions)
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5G networks are built, operated, and integrated into personal life, industry,
trade, and government.

Spectrum comes first. Governments are responsible for deciding how
spectrum is allocated and used. Decisions about how it is assigned to licens-
ees have been, and will continue to be, a powerful driver of the evolution of
mobile technologies. Access to sites on which to build 5G network equipment
is another key determinant of both the technical and financial performance
of networks. Governments can play a major part through policy and reg-
ulation, but also—in many countries—as providers of backhaul infrastruc-
ture. Finally, governments must gain public support for public investments;
deployment requirements; and the health, safety, and security standards of
new telecommunications infrastructure, as discussed in chapter 3.

Key policy decisions have important implications for how far and how
quickly 5G network coverage will spread. Many of these considerations are
not specific to 5G, of course, because they applied equally to earlier gener-
ations of the technology and continue to be relevant. However, 5G creates
new policy questions for governments, such as the following:

e The high-frequency bands allocated to 5G will require many more radio
sites than the lower-frequency bands. For this requirement to be finan-
cially and operationally-feasible, it may be necessary to provide wide-
spread access to public infrastructure in ways not seen in previous mobile
generations. If extending mobile coverage is an important policy goal,
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then a blend of fourth-generation (4G) mobile network technologies and
5G may be needed.

e The potential for vertical applications and uses of 5G technology in vari-
ous sectors means that new ways of assigning and licensing spectrum may
be required.

e Tt is possible that new players will emerge on their own or through stra-
tegic partnerships. This could require regulators to reconsider policies
related to market structure and competition.

e New or heightened areas of risk, such as cybersecurity, arise from the
increased amount of data carried by 5G and the depth of the technology’s
integration into supply chains (for example, for smart applications in city
management and the food chain).

These new aspects of 5G create significant uncertainty about how the tech-
nology will develop and what its economic implications are likely to be, espe-
cially in developing countries.

The policy and regulatory decisions that governments make for 5G are
likely to reverberate for many years to come. For example, it may be diffi-
cult to change spectrum assignments once they are made (although often a
standard clause in licenses exists that enables policy makers to make changes
in the public interest). Furthermore, once they are established, it is difficult
to shift mobile market structures that develop in response to spectrum and
regulatory decisions. These challenges will grow as 5G networks penetrate
sectors such as manufacturing, agriculture, or extractive industries, where
they have the potential to yield major benefits.

When identifying policy issues and making recommendations at this early
stage of 5G deployment, it is important to remember both the uncertainty
and the long-term consequences of decisions that are made now. The prior-
ity should be to focus on policies that can be described as “no-regret” deci-
sions. These decisions would be beneficial for a country to take across a broad
range of network rollout scenarios. In many cases, they will be beneficial
for mobile network deployment and service delivery in general, while also
advancing 5G.

Therefore, the twofold objective of this chapter is, first, to highlight pol-
icy and regulatory challenges governments are likely to face as they seek to
facilitate development of the 5G mobile network, and second, to suggest a
strategy toward 5G, including a set of no-regret steps that governments can
take in each domain regardless of how far they may be from widescale 5G
deployment.

SPECTRUM MANAGEMENT

Spectrum is essential for all types of mobile communications, as well as
other uses, such as scientific research, military applications, broadcasting,
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civil aviation, search and rescue operations, and delivery services, among
others. An international spectrum allocation process administered by
the International Telecommunication Union determines which bands
are to be used for which purposes. Spectrum frequencies have different
technical properties, but competing uses for spectrum bands exist, and
national governments should make the necessary trade-offs between
those uses.

In many cases, the frequency bands with optimal technical character-
istics (for example, those with good propagation, low interference, and
in-building penetration) have already been assigned to other uses and
users. National governments and regulators must decide how to deal with
new applications such as 5G and how to balance the interests of existing
and new users. In some cases, assignments of spectrum to 5G may be
constrained. In other cases, the existing users may be moved to other
frequencies to free up the optimal spectrum for 5G.

Challenges and Considerations

This process is challenging for regulators and requires careful analysis and a
mix of approaches, including the following:

¢ Replacing analog television with digital so that large parts of the ultra-
high frequency band can be reallocated to cellular technologies such as
4G and 5G.

¢ Allowing mobile network operators (MNOs) to repurpose existing
second-generation (2G) mobile network technologies, third-generation
(3G) mobile network technologies, and 4G channels for 5G by making
licenses technology neutral and permitting dynamic spectrum sharing.

e Moving satellite links out of the 3.4-4.0 gigahertz (GHz) band so that parts
of it can become a 5G “pioneer” band.

¢ Reallocating incumbents out of large parts of the 24-28 GHz millimeter
wave (mmWave) band so it can be used for 5G.

Except for some parts of the mmWave, all these changes have already
required moving incumbent licensees to different bands in some countries.
Because most of the mid- and low-band incumbents still have valid licenses,
these operators must be compensated for the loss of their channels and for
having to buy new equipment. This process is costly, disruptive, and time-con-
suming, not only due to technical reasons but also because it requires nego-
tiations (clearing the 3.5 GHz and 700 megahertz [MHz] bands took several
years). Long-range planning is essential everywhere for responsive and effi-
cient spectrum management.

The challenge of deciding between different uses for spectrum has
been faced by regulators with earlier generations of mobile technology.
5G presents specific challenges but also creates new possibilities for
regulators:
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e The amount of spectrum needed for 5G to fulfill its full performance
potential is still not completely clear. However, the mobile industry has
proposed that each MNO should receive 80-100 MHz of contiguous band-
width in the mid band (1.5-7.12 GHz) and 1 GHz in the high band (24-40
GHz) to reach optimal 5G network performance (GSM Association 2017).
These requirements are more than the total bandwidth granted for all
previous generations of international mobile telecommunications, raising
questions about the extent to which spectrum frequencies should be ded-
icated to this one use at the expense of others. In practice, 27 countries
have assigned contiguous bandwidth of less than 100 MHz per operator in
the mid band, and 18 countries have assigned less than 1 GHz of contigu-
ous bandwidth to a single operator in the high band.*

e The technical specifications of 5G imply other viable forms of spectrum
management and licensing. 5G can aggregate licensed and unlicensed
bandwidth, allowing the creation of virtual channels for more throughput.

¢ In addition, in developed countries, a trend exists toward “light licensing”—
also referred to as a “third way”—which combines attributes of licensing
and license exemption. Finding the right balance among licensed, light
licensed, unlicensed, and aggregated spectrum is a complicating factor for
regulators, although having more options can provide needed flexibility.2

The deployment of 5G in sectors other than telecommunications (partic-
ularly in vertically structured industries) further complicates spectrum man-
agement. However, it also yields new opportunities to support innovative
business models and new use cases for spectrum in other sectors and indus-
tries beyond telecommunications. To accommodate 5G—and thereby unlock
its benefits in those sectors—governments must design policies to facilitate
access to specific frequencies for use by non-MNO users. The potential benefits
are great as new use cases continue to develop over time (refer to chapter 2)
but can have broad implications for spectrum management. For example, a
spectrum set-aside policy could reduce the amount of contiguous spectrum
available for other users, which could reduce performance or raise costs.

Subnational, regional, and local operators are unlikely to seek national
licenses but would look for licenses covering a specific geographical area.
Designing geographically defined licenses for subnational coverage would
be a significant departure from previous practice for many countries, and so
far, countries are taking various approaches. At least 11 countries (including
Australia, Finland, and Japan) have mechanisms in place to grant spectrum
for industrial 5G networks, mostly through local licenses using a first-come,
first-served approach for selected bands. In some countries, licensees have
obligations to lease spectrum for private networks (for example, Denmark
for 3,740-3,800 MHz) or provide services to verticals (for example, France
for 3.4-3.8 GHz), as noted in table 4.1. In Germany, a use-or-lose pro-
vision applies to the 24.25-27.5 GHz band, and in the United Kingdom,
local shared access is allowed in certain bands (for example, 3.8-4.2 GHz,
1,781.7-1,785/1,876.7-1,880 MHz, and 2,390-2,400 MHz) .2
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Authorization regimes for private 5G networks

Authorization
regime Description

Licensed spectrum National regulator assigns spectrum for local private networks. Examples: France?
and Germany.”

Subleased spectrum Public operator provides a private network as a service using the spectrum it has
been assigned. Example: Nippon Telegraph and Telephone Corporation in Japan.
Public operator subleases the spectrum it has been assigned to the private network
operator. Example: Denmark, 3,740-3,800 MHz.¢

Shared spectrum More than one organization uses the same spectrum range within a given
geographical area. Examples: 3.5 GHz band in the United States® and 3.8-4.2 GHz,
1781.7-1,785/1,876.7-1,880 MHz, and 2,390-2,400 MHz bands in the United Kingdom.f

Unlicensed spectrum  Organizations can use spectrum that is freely available for public use to enable use of
LTE or 5G, such as 2.4 GHz and 5 GHz widely used for Wi-Fi. Example: 6 GHz band in
the United States.®

Sources: Cullen International 2021; typology adapted from GSM Association 2020.

Note: 5G = fifth generation mobile network technologies; GHz = gigahertz; LTE = Long-Term Evolution;

MHz = megahertz.

a. For France’s allocation details for the 3.4-3.8 GHz band, refer to https://en.arcep.fr/news/press-releases/view/n/59
-20.html.

b. For Germany’s provision details, refer to https:/www.bundesnetzagentur.de/DE/Sachgebiete/Telekommunikation
/Unternehmen_lInstitutionen/Frequenzen/OeffentlicheNetze/LokaleNetze/lokalenetze-node.html.

c. Nippon Telegraph and Telephone Corporation launched a private 5G “network-as-a-service” platform in August 2021.
Refer to https://hello.global.ntt/en-us/newsroom/ntt-launches-first-globally-available-private-5g-network-as-a-service
-platform.

d. For standard contract details for the 3,740-3,800 MHz band in Denmark, refer to https://ens.dk/sites/ens.dk/files
/Tele/annex_m_-_standard_contract_for_leasing_spectrum.pdf.

e. For mid band 5G sharing in the United States, refer to https:/www.fcc.gov/document/fcc-opens-100-megahertz
-mid-band-spectrum-5g-0.

f. For shared spectrum licensing in the United Kingdom, refer to https://www.ofcom.org.uk/manage-your-licence
/radiocommunication-licences/shared-access.

g. Announced by the US Federal Communications Commission in April 2020; refer to https://www.fcc.gov/document
/fcc-opens-6-ghz-band-wi-fi-and-other-unlicensed-uses-O0.

Another consideration is that the range of industrial uses is likely to
evolve over time. Therefore, it would not be prudent to issue all available
spectrum to current users, as doing so might dampen innovation and alter-
native uses in the future.

If governments enable spectrum access for non-MNOs, they also should
design a process for selecting these spectrum users and drafting the rules that
will apply to them. It may also be necessary to decide whether alternative
licensing models should be applied using emerging approaches such as shar-
ing spectrum with other users, reserving databases, and managing dynamic
interference.

Other ways exist for non-MNO users (for example, manufacturers) to gain
exclusive access to portions of spectrum or network capacity. Network slicing
allows users to have full access to specific segments of network capacity pro-
vided by operators, as noted in chapter 1. This process has the advantage that
private users do not have to build and operate their own network. In addi-
tion, the regulator does not have to design special spectrum management
arrangements for private users. However, as of 2023, it is unclear how slicing
would work in practice and whether suitable commercial offers will appear.
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In designing spectrum strategies, regulators should be aware of the differ-
ent models of spectrum usage, as shown in table 4.1 and incorporate them
into their planning and consultation.

The issue of assigning 5G spectrum to entities other than MNOs is not
limited to industrial uses. Critical public services, such as ambulances, fire
departments, and electric utilities, could also be allocated specific bands
and frequency licenses. In most countries, utilities, public safety, and
emergency services already have exclusive or shared national allocations
in which non-3rd Generation Partnership Project network technologies are
deployed (TETRA, P25, MPT-1327, and others). In principle, 5G could be
implemented within those existing allocations (if the technical standards
encompass those frequency ranges and manufacturers provide equipment),
but regulators would have to modify current channeling schemes to accom-
modate 5G’s wider channels. Compatibility issues also may exist between
5G and legacy networks.

Many new areas of spectrum usage are being considered for specialized
public services. For example, intelligent transport systems and the internet
of things networks for monitoring urban environments would be compelling
candidates for 5G spectrum, and regulators might consider assigning dedi-
cated frequency bands for their exploitation.

Alternatively, it may be possible for such specialized public uses of 5G
spectrum to be obtained more efficiently through spectrum sharing or net-
work slicing than through the exclusive licensing of spectrum. Regulators
should retain flexibility on this and observe how the technology and business
models evolve over time.

Recommendations for Spectrum Management

Recommendations for spectrum management include expanding insti-
tutional capacity; establishing a national spectrum roadmap; ensuring the
timely availability of 5G spectrum; determining the appropriate spectrum
assignment method and pricing; licensing spectrum wisely; and promoting
innovation in spectrum-sharing models, including spectrum subleasing.

ExPAND INSTITUTIONAL CAPACITY FOR SPECTRUM MANAGEMENT
Governments should improve their capacity to manage spectrum so they can
exploit 5G’s promise and meet the challenges it poses. Better management
will bring broad benefits to the telecommunications sector and beyond.
Broadly, spectrum management can be divided into four parts: planning,
engineering, authorization, and monitoring and compliance (Blackman and
Srivastava 2011). 5G presents challenges in each of these areas. The fre-
quency bands that are appropriate for use in 5G require technical analysis
and a process for clearing bands that have existing users. New models of
spectrum licensing and sharing are also important. Spectrum authorities will
require new areas of expertise in technical analysis, legal work, and licensing
for successful implementation.
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The potential for 5G to bring new spectrum users into the market will also
create challenges for the regulatory authorities. First, the design of assignment
processes that offer opportunities for new players without undue distortions
of the existing market will require careful consideration and consultation.
Second, once spectrum has been assigned to these users, enhanced capacity
will be required to monitor how it is being used, prevent interference with
other users, and take enforcement actions where necessary.

Transparency and accountability in how spectrum is planned, assigned,
and monitored has always been important, but the deployment of 5G
increases the need for both. If, as is likely, 5G permits further integration of
mobile networks into commercial activity and public service delivery, more
transparency, accountability, and stability in the way spectrum is managed
will be needed.

EstaBLISH A NATIONAL SPECTRUM ROADMAP

Predictability and transparency in spectrum planning have always been
beneficial for licensees and, ultimately, for customers. However, 5G makes
them even more important than they were in earlier generations of mobile
technology. Although 5G has begun to deploy, it is still in the early stages
in many developing countries, and considerable uncertainty remains about
how it will evolve and whether the novel spectrum arrangements discussed
earlier will develop. Forward planning, transparency, and consultation with
the private sector will be more important than ever with 5G.

Regulators should establish a forward-looking, flexible, and sustainable
roadmap to inform stakeholders of a country’s strategic direction of spectrum
management. The roadmap should be detailed for a few years into the future,
with indications of changes in allocation that are being discussed for the next
2-5 years, considering the long lead times for opening new bands and the
challenges of broader global harmonization.* National spectrum roadmaps
should include all spectrum users, including governments, industries, busi-
nesses, and individuals. The issues to be clarified should incorporate whether
to license non-MNOs to use international mobile telecommunications spec-
trum, how to regulate infrastructure sharing, and whether to permit spec-
trum subleases. Roadmaps should also encompass plans for license exempt
spectrum and innovative approaches for spectrum sharing.

Finally, roadmaps should specify what spectrum will become available
and when, as well as other relevant details such as the license duration, its
transferability, whether the licensed frequency is shared or exclusive, and
deployment requirements. The geographical scope of spectrum licenses could
also be considered in roadmaps, particularly in instances where it may be
easier to move away from the general practice of national spectrum licenses
toward more geographically targeted licenses (with differentiated pricing to
lower costs in rural or nonviable areas).

The complexity of spectrum planning, the continually evolving business
and technical factors, and the need for trade-offs between different users
mean that spectrum roadmaps should be developed in close consultation
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with stakeholders, especially with industry and the private sector. Input from
current and future users will enable the regulatory authorities to make bal-
anced decisions about future spectrum planning. For example, the Republic
of Korea’s 2017 K-ICT Spectrum Plan and the United Kingdom'’s regularly
published Spectrum Management Strategy statements® can demonstrate
how governments can consider future 5G networks within their overall spec-
trum plans for the short- to medium-term time horizons.

ENSURE TIMELY AVAILABILITY OF 5G SPECTRUM

Global agreements on spectrum allocation and technical specifications con-
tinue to evolve. To the extent possible, developing countries should partici-
pate in this dialogue to ensure that their interests are represented.

It is in the national interest to ensure that, once decisions are made on spec-
trum to be allocated for 5G, the allocated spectrum should be made available as
soon as possible. This issue may involve clearing existing users from the bands,
which is often a difficult and costly exercise. The process is helped by clear and
transparent planning and communication by the spectrum authority, in con-
sultation with all users. Another essential element is internal agreement within
the government on the plans for shifting existing users of spectrum bands,
which allows for effective decision-making and faster implementation.

The structure of spectrum bands assigned to individual users of 5G is a
critical decision to be made by spectrum authorities. Although it is desirable
to ensure that the spectrum bands assigned to 5G users are sufficiently wide
to allow the technology to deliver its full potential, a decision to make large
assignments of spectrum to individual licensees may limit the number of
viable 5G players in the market. This issue has consequences for competition
and, ultimately, for end users. These decisions should be weighed carefully.

DETERMINE THE APPROPRIATE SPECTRUM ASSIGNMENT METHOD AND PRICING
Choosing the right mechanism for assigning 5G spectrum to individual
licensees is critical. Governments should explore which of the various
methods works best, considering their country’s circumstances. If an auc-
tion is the preferred method, the regulatory authorities should pay careful
attention to the design to minimize market distortions and ensure that the
auction delivers policy objectives.

Some features of auction design merit detailed consideration. For exam-
ple, reserve prices are often set with the intention of maximizing auction
revenue. However, excessively high reserve prices can have the oppo-
site effect, by discouraging participation in the auction and thus reducing
competition. Caps and floors also require careful analysis. These are designed
to ensure that the outcome of the auction does not create an unbalanced
market, which is a sensible objective. However, how the design of caps and
floors translates into the overall spectrum endowments of participants can be
complex and requires detailed consideration and consultation.

The eligibility rules that determine what types of entities can bid for
specific bands of spectrum are another aspect of auction design that affects
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how 5G will develop. Regulatory authorities can use these rules to achieve
specific outcomes, such as attracting new entrants into the market. However,
the eligibility rules can also have the effect of suppressing competition in the
auction for certain bands of spectrum. Achieving the right balance between
ensuring sustainable competition between existing players and encouraging
new entries into the market is a challenge for spectrum authorities around
the world, and in the 5G era, it will be more important than ever to consider
how new use cases, non-telecommunications sectors, and business models
are integrating 5G.

License SPECTRUM WISELY

Spectrum licenses typically contain a wide range of conditions pertaining
to how the spectrum can be used, including, among others, coverage obli-
gations; quality of service requirements; rights, restrictions, and require-
ments on sharing; and measures to prevent interference. These conditions
are a key tool through which regulatory authorities can achieve policy
objectives.

Coverage obligations are used by most regulators around the world. These
require the licensee to provide services in specified areas or over a certain
percentage of a country. They can effectively and transparently ensure that
parts of a country that may not be commercially attractive are served by
mobile operators. Broadly, the greater the coverage obligations, the lower the
price that a bidder is willing to pay for the license. For that reason, regulatory
authorities must make a trade-off between achieving wide network coverage
and raising revenue for the government.

With 5G, as in earlier generations of mobile networks at the time of their
launch, considerable uncertainty surrounds the details of the business case.
In developing countries, cases may exist where 5G is not the least expen-
sive way to deliver broadband in marginal areas. In this situation, high
coverage targets in 5G licenses could be counterproductive because they
would result in limited competition and low prices in auctions. In addition,
licensees could fail to meet the coverage targets, resulting in disputes with
the regulatory authority. Therefore, regulatory authorities should use cau-
tion when designing licenses to ensure that coverage targets are sufficient
to meet policy objectives for the sector without undermining the underly-
ing business case.

Another key feature of spectrum licenses is the technology and opera-
tional conditions they include. Spectrum authorities have often issued spec-
trum licenses that include constraints and limitations on the uses of the
spectrum, such as which generation of network technology can be deployed
on specified frequencies. A better approach is for spectrum licenses to include
technical conditions pertaining to power and interference but not to con-
strain the user to one or more specific technologies—in other words, tech-
nology neutral spectrum licensing. In the case of 5G, several spectrum bands
can be used for different generations of mobile network technologies. It is
more efficient for licensees (usually MNOs) to decide how their spectrum is
deployed and define their own upgrade paths.
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PROMOTE INNOVATION IN SPECTRUM-SHARING MODELS,
INCLUDING SPECTRUM SUBLEASING
5G creates new opportunities for innovation in sharing spectrum (and
other network assets). Sharing can be done in various ways. Some models
are based on arrangements made independently by spectrum licensees.
Others require more direct involvement by the spectrum authority. In all
cases, the spectrum authority has an important role to play in ensuring
that sharing works effectively from a technical perspective without less-
ening competition in the market.

5G has created new demands on spectrum resources that are likely to
increase over time as technology develops and the underlying demand for
data communications grows. This issue means that spectrum must be used
more efficiently than in the past, allowing room for innovation in technol-
ogy and business models. Interest among stakeholders in spectrum-sharing
arrangements is likely to be sustained. Examples of spectrum-sharing rules
include “use-or-share” clauses,® systems for dynamic spectrum sharing,Z and
frameworks to facilitate sharing in local areas.® Regulatory authorities in
developing countries should consider these issues in detail as they proceed
with 5G spectrum licensing.

REGULATORY FRAMEWORKS

Regulators have an important role to play in supporting the deployment
and operation of 5G networks. In many cases, this role is like the one
played in earlier generations of networks. In other respects, however, the
regulator’s role is greater, particularly if 5G is to achieve its full potential for
network performance and efficiency and if the new issues raised are to be
handled properly.

Cell sites are a major issue for network operators, as they represent most
of the total capital costs of deploying a network. The locations and technical
specifications of the sites also have a major impact on the performance of
the network, affecting a range of technical issues such as broadband speeds,
quality of service, and in-building penetration.

The deployment of 5G will have significant implications for operators” cell
sites. Operators will need to install 5G radio equipment and, in many cases,
upgrade or replace associated equipment such as power supplies, tempera-
ture control systems, and other components. The higher frequency spectrum
that 5G can use typically has shorter effective ranges than lower frequencies.
Therefore, the 5G networks deployed on these higher frequencies may need
more cell sites to deliver maximum performance.

Establishing new cell sites is a slow and expensive process. A widely dis-
cussed way to overcome this problem is to use public property—such as
streetlights, traffic signals, utility poles, and bus shelters—as cell sites (WIA
2016). To date, however, the need to apply for construction and environ-
mental permits at various levels of government, which have their own rules
and fee structures, has created costs and delays (Forge et al. 2019).
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As the owners of public infrastructure, governments can make that infra-
structure available to 5G network builders at low cost and with an accel-
erated approval process. However, this appealing solution is not free of
complications. For example, multiple layers of government and state-owned
enterprises may be involved, public safety must be considered, and signifi-
cant supporting infrastructure requirements (such as power supplies) may
exist. Even once these issues are addressed, further implications may arise
for market structure, competition, and shared access, among other matters.

Despite this complexity, governments are in a good position to improve
operators’ ability to establish sites quickly and cost-effectively. Reaching that
goal must begin with policy and a clear strategic direction; in many cases,
this work may require legislation and regulatory initiatives (refer to box 4.1).

BOX 4.1

Facilitating 5G deployment through infrastructure sharing
in India

In 2018, India’s Department of Telecommunications identified early deploy-
ment of efficient and pervasive 5G networks as a public good and sought
ways to maximize the value offered by the new technology. A 5G Steering
Committee report (August 2018) concluded that creating national 5G infra-
structure would require massive additions of above-ground and below-
ground infrastructure, ranging from backhaul radios, antennas, and towers
to street furniture and ducts—an investment estimated at US$100 billion
over 5-7 years.?

Because 5G densification implied 800-1,000 base stations per square
kilometer, a facilitating policy for approvals and clearances was critical.
Among the initiatives needed, the department recommended the creation
of nationally uniform, strict guidelines for state and local governments
to follow when issuing clearances. Streamlined online applications and
prompt responses were identified as key improvements.®? The department
also recommended that the national government promulgate guidelines
on smart infrastructure for state and local governments to use, with
the goal being to advance uniform, practical adoption of infrastructure
sharing.c

a. India’s 5G Steering Committee Report (v26) is available on the Department of Telecommunications
website: https://dot.gov.in/sites/default/files/5G%20Steering%20Committee%20report%20v%2026.pdf.

b. India’s 5G Steering Committee Report (v26) is available on the Department of Telecommunications
website: https://dot.gov.in/sites/default/files/5G%20Steering%20Committee%20report%20v%2026.pdf.

c. The Federal Communications Commission (FCC) in the United States implemented a similar approach
to standardize procedures and fees for infrastructure deployment at the subnational level. It survived

a lawsuit brought forward by dozens of city governments in which the US Court of Appeals ultimately
supported the FCC’s establishment of limits to fees charged to operators and required subnational
governments to justify the levels of fees charged. Refer to the City of Portland v. United States, 2018,
court opinion: https://cdn.ca9.uscourts.gov/datastore/opinions/2020/08/12/18-72689.pdf.
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Backhaul

Backhaul denotes the connections that carry data from cell sites back to the
rest of a network. As discussed in chapter 1, the technical specifications of
backhaul links have a major impact on the overall performance of 5G. In
particular, the type of backhaul available to connect sites will affect operators’
decisions about implementing standalone versus non-standalone versions of
5G and, therefore, the capabilities of the 5G networks for end users.

Most mobile network sites currently use wireless technologies for back-
haul (GSM Association 2019b). For 5G to deliver its full potential, these sites
must be upgraded to fiber networks, which can provide much higher band-
width at lower cost. However, fiber networks are expensive to install and,
therefore, represent a major component of the capital costs of a full stand-
alone 5G network. This cost has a significant impact on the financial viability
of 5G network deployment—and thus on the likely evolution of geographical
coverage.

Regulation plays an important role in how backhaul is deployed and used.
The structure of the market for fiber-optic network providers is a critical fac-
tor in the availability of fiber connections to operators. A liberalized licensing
regime and open markets promote entry and competition, stimulating invest-
ment in infrastructure and reducing prices. Other types of regulatory measures
can support this overall policy. For example, rights of way and access to roads
and other public infrastructure are important factors in the cost of deployment
of fiber networks. Infrastructure sharing and access regulations also affect the
underlying business case for new fiber network deployment. Furthermore,
“dig once” policies and mandatory infrastructure sharing must be imple-
mented in a way that does not shut out all but the most dominant players.

Infrastructure and Spectrum Sharing

Infrastructure sharing is an essential factor in determining the commercial
viability of a 5G network. Sharing base stations across multiple MNOs can
significantly reduce costs and accelerate deployment. Incentives to share net-
work infrastructure vary. In markets with an unbalanced structure—such
as those with one dominant player—incentives for the dominant player to
share infrastructure are weak, as sharing would mean giving up some of its
competitive advantage. In cases in which the market is more evenly bal-
anced, operators may be keen to share infrastructure to reduce costs. The role
of independent tower (mast) companies is also significant in many develop-
ing countries, as these provide an indirect way for operators to share infra-
structure (GSM Association 2012).

In addition, the role of the regulator in infrastructure sharing varies
between countries. In cases in which operators are reluctant to share, the
regulator’s task is to encourage them to do so in a fair and reasonable way.
In other situations, regulators may be more focused on ensuring that sharing
arrangements do not facilitate anticompetitive outcomes.
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5G is expected to have further implications for infrastructure sharing. The
high capital costs of infrastructure will give operators a strong incentive to
share to reduce costs, particularly in the early days of 5G deployment, where
uncertainty remains about the 5G business case. Furthermore, the possible
use of public infrastructure for 5G cell sites has implications for sharing, as
arrangements must be made to ensure equal treatment of operators. Finally,
5G potentially provides opportunities for spectrum, radio access networks,
and other types of sharing models that might be supported by the industry.
Such innovations may provide benefits through lower deployment costs, but
they may have implications for competition that regulators must consider.

Network Slicing and Integration of 5G Networks into
Vertical Applications

Many countries have enacted legislation on net neutrality to prevent undue
discrimination in how network operators handle traffic from different
sources. 5G’s accommodation of network slicing differentiates it from earlier
generations and is potentially a positive attribute for developing countries
because it opens possibilities for providing broadband in commercial and
other contexts. However, network slicing in 5G may be inconsistent with
some countries’ legal and regulatory frameworks for net neutrality. In such
cases, operators will find it difficult to exploit the full capabilities of 5G with-
out changes in the regulatory regime.

A related issue is the integration of 5G networks into vertical applica-
tions in business and industry, which has the potential to affect developing
countries significantly, as explored in chapter 2. 5G’s suitability for firm-spe-
cific applications is a new feature in both technical and commercial terms.
Although it has generated considerable interest from industry and the mobile
industry alike, much uncertainty remains about how it will be implemented
and how successtul it will be as a business model. Existing regulatory frame-
works were designed with the current market structure and business models
in mind. Therefore, they may not have the required degree of flexibility to
accommodate the use of 5G in vertical applications, particularly if innovation
or experimentation is required.

Recommendations for Regulatory Reform

Recommendations for regulatory reform include regulating the establish-
ment of 5G sites, regulating the fiber-optic backhaul, setting up an enabling
regulatory environment for infrastructure sharing, and setting up an
enabling regulatory environment to encourage innovation in 5G.

REGULATE THE ESTABLISHMENT OF 5G SITES

Regulatory authorities could support the development of sites for 5G net-
works in various ways. For example, they could streamline local site approval
and construction permit procedures. This problem affects all types of mobile
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network sites, not just 5G, and it has proved to be a significant challenge
for operators and regulators. If regulators could find a way to reduce the
administrative burden operators face in establishing new sites or upgrading
old ones, all mobile networks and, ultimately, customers would benefit.

The deployment of 5G presents specific challenges in relation to sites.
Existing sites will require upgrades to accommodate 5G equipment, includ-
ing additional infrastructure for technologies such as massive multiple input,
multiple output wireless technology. Again, it is likely that new sites will be
required if 5G is to meet its full potential.

One approach that regulators should consider is applying a more stream-
lined approval process to small cell sites, starting with a consistent defini-
tion of “small sites,” ideally harmonized with the definitions used in other
countries. Any sites meeting this definition would be subject to streamlined
processes and procedures for obtaining permits. Guidelines or a code of good
practice could also be used to speed up parts of the process, including the role
of local regulatory authorities.

REGULATE THE FIBER-OPTIC BACKHAUL

A streamlined approach should be applied to building fiber networks for
backhaul from cell sites. This work would reduce the cost of building the
fiber-optic backhaul to 5G sites, thereby improving the technical perfor-
mance of the network, accelerating deployment, and lowering costs.

Telecommunications regulatory authorities should explore working with
energy and transport regulators to encourage cross-infrastructure sharing
of excess fiber capacity for backhaul purposes. This work has the benefit of
leveraging the significant investments made by utilities in deploying fiber
for their own internal needs, much of which is often in idle capacity, which
could be used for backhauling. For this approach to become a reality, it
will be critical to raise awareness among other regulatory authorities of the
value of commercializing excess fiber capacity.

Earlier generations of mobile technology in developing countries
depended primarily on wireless backhaul. Achieving the maximum poten-
tial of 5G networks will require an increasing reliance on fiber-optic cable
backhaul. However, in some countries, the state still owns most of the fiber
networks, and the markets associated with fiber-optic networks may not be
competitive. Regulators should focus on reducing regulatory barriers to entry
and fostering competition in the fiber-optic network market, including back-
haul. This work will boost investment and innovation while reducing prices.

SET UP AN ENABLING REGULATORY ENVIRONMENT FOR INFRASTRUCTURE SHARING
Regulators should provide a clear regulatory framework for infrastructure
sharing to cut the cost of network deployment while avoiding arrange-
ments that might affect competition. Rules and guidelines on infrastruc-
ture sharing should be developed to suit each country’s geographical,
economic, and market conditions and include a broad range of factors,
such as the following:
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e Regulatory rules on the treatment of requests for infrastructure sharing;

e Technical standards to support commercial negotiations on infrastructure
sharing;

e Guidelines on how the regulator will assess infrastructure-sharing
requests (such as specifying which types of sharing can be imple-
mented without regulatory approval and which warrant closer scru-
tiny) and whether and how competition authorities will be involved;

e Transparency on the location and characteristics of infrastructure that can
be shared;

e A differentiated approach to facilitate sharing by dominant operators
(including those that are state owned) at appropriate prices and in a non-
discriminatory way; and

e A differentiated approach for rural versus urban areas and treatment of
sharing under specific circumstances (for example, sites within buildings
in commercially valuable areas).

SET UP AN ENABLING REGULATORY ENVIRONMENT TO ENCOURAGE

INnNovATION IN 5G

Existing legislation and regulations on net neutrality may affect innovation
in technical and business models based on the use of 5G network slicing. If
s0, those frameworks may limit the benefits of 5G in industry, transport, and
other key areas of the economy.

This complex issue is likely to affect many stakeholders within the mobile
ecosystem. At a minimum, regulators should be aware of the implications of
current and pending legal and regulatory rules for innovation around 5G.
They should also monitor related developments in other countries to gauge
the optimal interaction between legal and regulatory frameworks and 5G
development.

Regulators should consider introducing flexibility into regulatory rules to
encourage innovation by mobile operators and vertically structured indus-
tries. This flexibility can be introduced in the form of a regulatory “sandbox”
environment, which has been used in the financial sector and embraced by
many countries to facilitate testing new technology.2 These sandboxes sup-
port innovation but within predetermined limits. If such innovation is suc-
cessful and has the potential to expand outside the sandbox, regulators can
then consider amending the general regulations so that the benefits are felt
on a wider basis. Traditionally, agile regulatory approaches have not been
applied in the telecommunications sector, but they warrant consideration in
the context of 5G because of the potential to stimulate technical and busi-
ness innovation. Various countries are taking this approach,'® and some are
implementing sandboxes for 5G specifically, such as Korea!* and Thailand.!2

To test the viability of technical solutions and business models in a specific
sector or geographical location, 5G testbeds are an option. They have been



REGULATORY IMPERATIVES, POLICY CHALLENGES

implemented in Brazil® and the United Kingdom!* and were planned in India
in October 2021.2 5G testbeds help engineers to understand performance
in real-world applications in controlled environments through pilot studies.
Performance metrics can include feasibility, cost, and any issues that may
impact scaling.1¢

In the United Kingdom, the government announced support for 5G test-
beds across several scenarios to stimulate market development, including
spectrum sharing, tourism, manufacturing and robotics, air and rail trans-
portation, health care, and connectivity in rural communities, including
farming. Although testbeds for testing 5G technology and business models
can be useful in some circumstances, they require the right conditions and
resources, such as well-functioning institutions. The necessary combination
of critical foundational elements is less likely to be found in developing coun-
tries, where addressing broader institutional governance issues should be
prioritized—a subject discussed at length later in this chapter.

Once the institutional capacity is in place, the requirements and recom-
mendations for setting up a 5G testbed as outlined by the Institute of Electrical
and Electronics Engineers Future Networks platform include obtaining per-
mission to set up a 5G testbed to use available radio frequency and then set-
ting up a team of relevant researchers and expertise.!” This issue underscores
the need for collaborations among governments, industry, and, in particular,
academic and research institutions to yield successful 5G testbed develop-
ment and deployment.

The use of 5G in vertical industries may have cross-border regulatory
implications. For example, high-capacity, low-latency applications of the
internet of things using 5G may require international harmonization of
standards and involve international roaming on a permanent or semi-per-
manent basis (such as for 5G network connected cars). These issues have
arisen in earlier generations of mobile networks, but they may take on added
importance given 5G’s potential for deeper integration into vertically struc-
tured industries. Regulators in developing countries should carefully monitor
international developments in this area and consider whether any amend-
ments to the national regulatory framework would be required to support
innovative applications.

INSTITUTIONAL GOVERNANCE AND CAPACITY BUILDING

The traditional model of regulation in the telecommunications sector has
centered on licensed telecommunications network operators and service
providers. Over time, the growth of the broader digital service sector and its
gradual melding with adjacent sectors, such as media, have prompted insti-
tutional changes in countries like Singapore and the United Kingdom,¢ but
the traditional model of regulation remains prevalent in many developing
countries.
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Redesign of Regulatory Authorities

The innovations that 5G could bring may result in a further reconsider-
ation of the institutional design of regulatory authorities. 5G’s integration
into vertically structured industries, such as manufacturing, extractives, and
transport, will potentially bring these sectors within the purview of the tele-
communications regulator. Conversely, telecommunications operators that
were traditionally regulated by a single regulatory authority may be required
to interact with several sector authorities and face increasing constraints from
horizontal legislation (including data protection and cybersecurity).

For example, digital services delivered by 5G networks—such as autono-
mous driving, remote health monitoring, and autonomous drones—intersect
with regulatory systems beyond those governing telecommunications. Such
services would involve regulators of utilities, traffic safety, financial services,
health care, and air safety on the local, national, and international levels.

Cooperation and Coordination among Regulatory Authorities and
Government Institutions

For 5G to achieve its full potential through applications in other sectors, a
new approach to regulation may be needed. At a minimum, closer coopera-
tion and coordination between regulatory authorities and other government
institutions will be needed to ensure a coherent approach to 5G develop-
ment. Some countries may consider redesigning regulatory institutions so
that the necessary coordination is embedded within the government.12

Recommendation for Institutional Governance and Capacity Building:
Establish a Cross-Government Strategy

Governments of developing countries should consider developing a 5G strat-
egy that includes a cross-government approach to policy and regulation.
The strategy should consider the potential of 5G networks to interact with
other sectors and areas of government and recognize the need for a coherent
approach to regulation.

The optimal approach to institutional design is likely to vary by country.
No single approach will work everywhere. Therefore, governments should
consider a country’s starting conditions and overall economic strategy when
developing 5G strategy and plans for institutional reforms.

The importance of using this fine-tuned approach should not be underesti-
mated. Much of the potential benefit of 5G comes from its ability to integrate
wireless broadband into production processes, service delivery networks, and
other types of public and private activities. A failure to ensure a coordinated
approach across multiple government institutions would limit the potential
of 5G to deliver desirable outcomes in developing countries.
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CONCLUSION

This chapter presented some of the most pressing challenges that policy mak-
ers will face in developing a 5G ecosystem. These challenges include limited
spectrum availability, regulatory frameworks ill-suited for 5G deployment,
insufficient institutional capacity, weak competition policies, and overly
restrictive licensing regimes. These issues are not exclusive to developing
countries, as they affect most countries on the path to 5G. An important
lesson for policy makers is that institutional capacity, forward thinking, and
public-private partnerships will improve any country’s readiness to deploy
the latest generation of mobile technologies.

The recommendations presented in this chapter highlight the need to
devise national strategies, reduce barriers for stakeholders in the 5G ecosys-
tem, and be ready to adapt to a rapidly evolving landscape. Implemented
now, the right strategy can lay the foundation for the adoption and diffu-
sion of 5G technologies and allow it to produce maximum welfare gains.
Appendix B provides a selection of extant national 5G strategy documents
that can be referenced to understand how other countries have approached
policy planning, regulatory matters, and cross-government coordination. In
the short term, countries should consider initiating public consultations with
key stakeholders in the 5G ecosystem—including providers, industry, and
users alike—to develop sensitive, informed, and coordinated policy responses.
Insights from these consultations should inform long-term national strategies
for 5G, broadband, spectrum, and cybersecurity—all leading to a 5G-enabled
economy.

As a reference for decision-makers, box 4.2 provides a roadmap for the
path to 5G, informed by the key messages and topics highlighted throughout
this book.

BOX 4.2

A roadmap for the path to 5G in developing countries

Every country is different and, as such, will need its own roadmap toward
5G. 5G can offer many potential benefits but has significant costs associated
with it, and the value of its benefits will depend on a country’s specifics. This
roadmap highlights three main issues that governments and policy makers
should consider in preparation for 5G in their countries:
1. Assessing the need for 5G and its potential benefits;
2. Developing a strategy to deliver optimal wireless connectivity; and
3. Improving infrastructure and regulations, which will bring benefits regard-
less of the approach adopted.
(continued)
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BOX 4.2 (continued)

Assessing Need

The balance of key needs in terms of coverage, capacity, and performance
features;

The degree to which wireless is a key element for delivering broadband,;

The verticals or sectors for which 5G features are likely to become import-
ant; and

Any national strategies or plans that might impact a 5G strategy.

This assessment can lead to a clear understanding of where 5G can add value
and, conversely, where other approaches, such as increased fiber deployment
or enhanced 4G coverage, are more appropriate.

Developing a Strategy

Where 5G should be deployed based on a needs assessment,

The availability of spectrum for 5G,

The best balance between competition and optimization of network costs,
The extent to which intervention is required to deliver this strategy, and

How best to convene industry players and other stakeholders to collabo-
rate on supporting the launch of financially viable 5G services.

This strategy should lead to a plan to enable the delivery of 5G in areas where
it adds value.

Improving Infrastructure and Regulations

More extensive fiber deployments;

A better-equipped regulator able to deploy leading-edge spectrum man-
agement tools;

Establishment of regulatory flexibility to support an enabling environment
for the sector;

Preparation of spectrum, including removal of incumbents and spectrum for
private networks, as well as any generation-specific restrictions on existing
licenses;

Removal of barriers to mobile deployment, including bureaucratic and
slow site access and onerous regulatory requirements; and

Support for a national innovation ecosystem to spur innovation in new use
cases and services enabled by 5G and future advanced mobile networks,
understanding that new use cases are difficult to predict.

NOTES

1. Calculations based on data from the GSM Association Spectrum Navigator data-

base, accessed September 3, 2021.
2. A tiered framework is already used for citizens’ broadband in the 3.5 GHz
band (3,550-3,700 MHz), which is suitable for deployment of 4G and
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5G. Refer to https://www.fcc.gov/wireless/bureau-divisions/mobility
-division/35-ghz-band/35-ghz-band-overview.

. Examples are from Cullen International (2021).
. GSM Association recommends 3-5 years of planning for a spectrum roadmap;

for more details, refer to https://www.gsma.com/spectrum/wp-content
/uploads/2017/11/4-Day-1-Session-1-How-to-design-a-spectrum-roadmap
-Richard-Marsden.pdf and https://www.gsma.com/spectrum/wp-content
/uploads/2019/03/Laurent-Bodusseau-Spectrum-Roadmap.pdf.

. The United Kingdom’s 2021 Spectrum Strategy Statement is available at https://

www.ofcom.org.uk/__data/assets/pdf_file/0017/222173/spectrum-strategy
-statement.pdf.

6. For more details on “use-or-share” clauses, refer to Calabrese (2021).

10.

1

—

12.

13.

14.

15.

16.

17.

18.

19.

. For more information on dynamic spectrum-sharing regulations, refer to the

Dynamic Spectrum Alliance website: http://dynamicspectrumalliance.org
/regulations/.

. For an example of a framework designed to facilitate sharing in local areas in

the United Kingdom, refer to the Ofcom website: https://www.ofcom.org.uk
/manage-your-licence/radiocommunication-licences/shared-access.

. For a collection of regulatory sandboxes around the world, refer to https://

dfsobservatory.com/regulatory-sandbox.

For a review of how emerging technologies are driving this new regulatory
approach across various sectors, including communications, refer to OECD
(2020).

.For details on Korea’s regulatory sandbox for 5G, refer to the notice on the

Ministry of Science and ICT website: https://english.msit.go.kr/eng/bbs/view
.do?sCode=eng&mId=75mPid=2&pageIndex=&bbsSeqNo=44&nttSeqNo=137
&searchOpt=&searchTxt=.

For details on Thailand’s regulatory sandbox in the telecommunications sector,
refer to Malisuwan, Chayawan, and Kaewphanuekrungsi (2020).

For details on Brazil’s 5G testbed initiatives, refer to https://ieeexplore.ieee.org
/document/8696721/.

For details on the United Kingdom’s 5G Testbeds and Trials Programme, refer to
https://www.gov.uk/guidance/5g-testbeds-and-trials-programme.

For details on India’s planned 5G testbed, refer to https://economictimes
.indiatimes.com/industry/telecom/telecom-news/expected-by-oct-5g-test-bed-to
-boost-telecom-technology/articleshow/81245539.cms.

For an explanation of 5G testbeds, refer to https://futurenetworks.ieee.org
/topics/5g-testbed.

For tools and resources on the development of 5G testbeds, refer to https://future
networks.ieee.org/topics/5g-testbed.

For example, the creation of Ofcom in the United Kingdom in 2003 was
designed to replace five regulatory bodies that had traditionally overseen media
and communications channels: the Broadcasting Standards Commission, the
Independent Television Commission, the Office of Telecommunications, the
Radio Authority, and the Radiocommunications Agency. For a review of Ofcom’s
remit, refer to https://www.ofcom.org.uk/about-ofcom/what-is-ofcom.

For example, some countries already have network sector regulation (including
telecom) and antitrust under one institution, such as Australia, the Netherlands,
and Spain, which could facilitate coordination.
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APPENDIX A

Selected International
Standards for Assessing and
Limiting Human Exposure to
Radio Frequency Emissions

Overview of selected organizations and standards

Organization/standard number or title

Description

CENELEC/EN 50360:2017/prA1

Product standard to demonstrate the compliance
of wireless communication devices, with the basic
restrictions and exposure limit values related to
human exposure to electromagnetic fields in the
frequency range from 300 MHz to 6 GHz devices
used next to the ear

This product standard applies to wireless
communication devices used near the human ear (for
example, mobile phones, wireless headsets).

CENELEC/EN 50385:2017

Product standard to demonstrate the compliance
of base station equipment with radiofrequency
electromagnetic field exposure limits (110 MHz to
100 GHz), when placed on the market

This product standard is related to human exposure
to radiofrequency electromagnetic fields transmitted
by base station equipment in the frequency range
110 MHz to 100 GHz. The object is to assess the
compliance of such equipment with the general
public basic restrictions.

CENELEC/EN 50665:2017

Generic standard for assessment of electronic and
electrical equipment related to human exposure
restrictions for electromagnetic fields (O Hz to 300
GHz)

The object of this generic standard is to provide

a route for evaluation of such equipment against
limits on human exposure to electric, magnetic,
and electromagnetic fields, as well as induced and
contact current.

ICNIRP/Guidelines for Limiting Exposure to
Electromagnetic Fields (100 KHz to 300 GHz)
March 2020

These guidelines are for the protection of humans
exposed to radiofrequency electromagnetic fields in
the range 100 KHz to 300 GHz.

IEC/62209-1:2016

Measurement procedure for the assessment of specific
absorption rate of human exposure to radio frequency
fields from handheld and body-mounted wireless
communication devices—Part 1: Devices used next to
the ear (frequency range from, 300 MHz to 6 GHz)

This guideline specifies protocols and test procedures
for measurement of the peak spatial-average specific
absorption rate induced inside a simplified model of the
head with defined reproducibility. It applies to certain
electromagnetic field transmitting devices that are
positioned next to the ear, where the radiating structures
of the device are near the human head, such as mobile
phones, cordless phones, certain headsets, and so forth.

(continued)
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Organization/standard number or title
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Description

IEC/62232:2017

Determination of radiofrequency field strength, power
density, and specific absorption rate in the vicinity

of radio base stations for the purpose of evaluating
human exposure

This guideline provides methods for the
determination of radiofrequency (RF) field strength
and specific absorption rate in the vicinity of radio
base stations (RBS) for the purpose of evaluating
human exposure. This document

« Considers intentionally radiating RBS that
transmit on one or more antennas using one
or more frequencies in the range of 110 MHz to
100 GHz

» Considers the impact of ambient sources on
RF exposure at least in the frequency range of
100 KHz to 300 GHz.

IEC/EN 62311:2019

Assessment of electronic and electrical equipment
related to human exposure restrictions for
electromagnetic fields (0 Hz to 300 GHz)

This document provides assessment methods

and criteria to evaluate equipment against limits

on exposure of people to electric, magnetic, and
electromagnetic fields in the frequency range of O Hz
to 300 GHz.

IEEE C95.1-2019

|IEEE Standard for Safety Levels with Respect
to Human Exposure to Electric, Magnetic, and
Electromagnetic Fields, O Hz to 300 GHz

Safety limits for the protection of persons against
the established adverse health effects of exposure to
electric, magnetic, and electromagnetic fields in the
frequency range of O Hz to 300 GHz are presented in
this standard.

IEEE/IEC P63195-1

|IEEE/IEC International Draft Standard—Measurement
procedure for the assessment of power density

of human exposure to radio frequency fields from
wireless devices operating near the head and body—
frequency range of 6 GHz to 300 GHz

The protocols and procedures apply to a significant
majority of people, including children, during

the use of handheld and body-worn wireless
communication devices. These devices may feature
single or multiple transmitters or antennas and may
be operated with their radiating parts at distances
up to 200 millimeters from a human head or bodly.
This standard can be used to evaluate the power
density compliance of different types of wireless
communication devices used next to the ear, in front
of the face, or mounted on the body.

ITU-T/Recommendation K.91 (June 2020)
Guidance for assessment, evaluation, and
monitoring of human exposure to radio frequency
electromagnetic fields

This recommendation gives guidance on how

to assess and monitor human exposure to radio
frequency electromagnetic fields in areas with
surrounding radiocommunication installations based
on existing exposure and compliance standards in
the 9 KHz to 300 GHz range.

ITU-T/Series K Supplement 9
5G technology and human exposure to radio
frequency electromagnetic fields

This recommendation contains an analysis of the
impact of the implementation of 5G mobile systems
with respect to the exposure level of electromagnetic
fields around radiocommunication infrastructure.

Source: Original table for this publication, with elaboration by the authoring team.

Note: CENELEC = European Committee for Electrotechnical Standardization; GHz = gigahertz; Hz = hertz;

ICNIRP = International Commission on Non-lonizing Radiation Protection; IEC = International Electrotechnical
Commission; IEEE = Institute of Electrical and Electronics Engineers; ITU-T = International Telecommunication Union
Telecommunications Standardization Sector; KHz = kilohertz; MHz = megahertz.



APPENDIX B

Selection of National Strategies
Designed to Facilitate
5G-Enabling Environments

EXAMPLE 1: NATIONAL 5G STRATEGY IN THE UNITED
KINGDOM (UK), THE REPUBLIC OF KOREA, AND PAKISTAN

The UK government created a Digital Infrastructure Officials Group under
the Secretary of State for Culture, Media, and Sport. With a telecoms director
as chair, the group is comprised of senior officials from various government
departments to align projects that have digital infrastructure elements and to
make sure other infrastructure projects are “future ready.”

While the United Kingdom'’s leadership approach is at the macro-digital
infrastructure level, the Republic of Korea takes a more 5G-specific approach
with its “5G* Strategy Committee.” This committee has an overarching 5G
deployment task force comprised of personnel from various ministries and
the private sector. Korea’s 5G* Strategy Committee is comprised of about
10 ministries, while the Minister of Science and ICT and a private sector
expert are co-chairs. This committee, which conjoins the interests of the pub-
lic and private sectors, convenes monthly and quarterly 5G strategy review
meetings and revises plans according to progress made and market develop-
ments. The committee also provides a platform for discussion, collects opin-
ions, and handles complaints.

Among developing countries, Pakistan established the 5G Pakistan Plan
Committee in early 2020, chaired by the Ministry of Information Technology
and Telecommunication. The agenda for the committee’s first meeting
included discussions on key challenges of the existing 4G networks, spec-
trum availability and pricing, rights of way, 5G device ecosystem, and tele-
com taxation. Five subworking groups were formed: the National Broadband
Plan, Spectrum, Regulations, Infrastructure, and Use Cases and Applications
(Sahi 2020).
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EXAMPLE 2: THE EUROPEAN UNION’s 5G STRATEGY

The drafting of national 5G strategies in the European Union was triggered
by the publication of “5G for Europe: An Action Plan.” Its first action was
“Encouraging Member Statesto develop, by end 2017, national 5G deployment
roadmaps as part of the national broadband plans” (European Commission
2016). The 5G Working Group of the European Union’s Communications
Committee compiled and analyzed the member states” experiences and sum-
marized the common elements and best practices to consider in national 5G
strategies (COCOM 2018). Announcing the report, the head of the European
Commission’s Future Connectivity Systems unit commented, “The report
shows that the two most critical issues appear to be spectrum assignment and
facilitating the deployment of small cells” (Stuckmann 2018).

The best practices for developing national 5G strategies as recommended
by the European Union’s 5G Working Group (COCOM 2018) for the EU
member states include the following:

o Spectrum licensing. Experimental licensing and authorization should be
made available, including temporary spectrum rights to support research
and experiments.

e Promotion of testbeds. National 5G testbeds and innovation platforms should
be established and promoted.

e Monitoring of trials and pilots. Trials and pilots among industries should
be monitored to “identify possible issues related to sectorial regulatory
regimes that may constitute barriers for the take-up of new solutions”
(COCOM 2018, 30).

o Spectrum authorization models. National spectrum plans should consider
authorization models adapted to the characteristics of the different 5G
bands and address the full range of options, including general authoriza-
tion, individual rights, spectrum sharing, spectrum leasing or trading, and
innovative or hybrid approaches.

e Transparent spectrum plans. Spectrum plans should be published, and spec-
trum availability should be made transparent to facilitate investment.
Items to be included in these publications are the details of the authoriza-
tion process, relevant award characteristics, timelines, and an outline of
the decision-making process.

e National roadmaps. National 5G roadmaps should be established to drive
the development of innovative use cases for 5G.

e Public financing. Public financing of current and future wireless and fixed
broadband infrastructure is critical to complement private investments
for 5G networks. The report further notes that public financing of back-
haul infrastructure “should only take place where it is demonstrated that
existing backhaul infrastructure is insufficient to cater for the needs of



SELECTION OF NATIONAL STRATEGIES DESIGNED TO FACILITATE

5G networks and it should be carried out in such a way that it minimizes
the distortion of competition with any already existing private networks”
(COCOM 2018, 23).

EXAMPLE 3: KOREA’s 5G+ STRATEGY

A forerunner in adopting the 5G network, the Korean government has
emphatically noted its aim of pursuing 5G technologies not just to accelerate
innovation in industry but also to improve quality of life (Government of the
Republic of Korea 2019). 5G services were first launched in Korea in April
2019 following a strategic partnership between the government and the pri-
vate sector, which was made possible through their mutual understanding of
5G as a key driver of the Fourth Industrial Revolution (Industry 4.0), along
with big data and artificial intelligence.

The groundwork for this launch was established a few years earlier in
November 2017, when the government announced the “I-Korea 4.0 Plan”
to promote 5G in earnest (Government of the Republic of Korea 2017). The
I-Korea 4.0 Plan is a broader national strategy aimed at realizing Industry
4.0 based on innovation-led economic growth, safety, and inclusiveness. The
plan focuses on investments in information and communications technology,
hyper-connected intelligent infrastructure, and innovation of the national
research and development system. The Korean government envisions 5G
as playing a critical role in achieving this revolutionary vision and aims to
enhance the competitiveness of industries, the economy, and the entire
nation through early commercialization of 5G.

As the I-Korea 4.0 Plan demonstrates, Korea’s approach to 5G was to
embed it tactically within a broader national strategy for realizing Industry
4.0. The Korean government subsequently established its 5G strategy and
established 10 core industries and 5 core services to reap the full benefits of
5G technology. The 10 core industries include edge computing, information
security, 5G vehicle-to-anything, connected robots, future drones, intelligent
closed-circuit television, wearable devices, virtual and augmented reality,
next-generation smartphones, and network equipment. The 5 core services
include immersive content, smart factories, autonomous vehicles, smart cit-
ies, and digital health care.

The key themes from Korea’s 5G strategy include the following:

e Recognizing the potential of 5G not just as a telecommunications network
but also as an infrastructure for the entire national economy in the era of
Industry 4.0.

o Integrating 5G within the national agenda to enable the nation’s top leaders to
directly exercise leadership around 5G and broader economic goals.

e [Sstablishing a cross-ministerial task force to remove regulatory barriers to 5G
deployment through a cross-ministerial response system.
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e Leveraging the public-private partnership model to enable government, public
sector, academia, and industry players to participate actively in 5G com-
mittees and planning forumes.

e Minimizing risks for the private sector to encourage private sector investment
in 5G.

o Maximizing the long-term socioeconomic impact through the design and exe-
cution of spectrum auctions and focus on retrieving appropriate spectrum
fees only instead of maximizing fiscal revenue from fees.

The case of Korea demonstrates how critical an active partnership between
the government and the private sector is in commercializing 5G networks,
and it underscores the need for a holistic government promotion system.

EXAMPLE 4: THE US 5G FAST PLAN

Another early adopter of 5G networks and among the first to launch commer-
cial services is the United States. In 2018, the US Federal Communications
Commission (FCC) devised a three-pronged strategy, Facilitate America’s
Superiority in 5G Technology (the 5G FAST Plan), in a bid to gain global
competitiveness through the government’s commitment to free up more
spectrum, review existing infrastructure policy that may act as a barrier to
5G deployment, and “modernize outdated regulations” to promote digital
opportunities.

The US approach to 5G is more market led than those of the Asian
front-runners, although it is not completely laissez-faire. Underscoring
this faith in a market-based approach, the White House’s statement on a
National Strategy to Secure 5G focuses on driving the private sector-led
domestic deployment of 5G, noting that the US government will “work
with the private sector, academia, and international government partners
to adopt policies, standards, guidelines, and procurement strategies that
reinforce 5G vendor diversity to foster market competition” (White House
2020, 6).

Responding to the White House’s 5G FAST Plan that focuses on busi-
ness environment reform to accelerate the deployment of 5G, the US
Congressional Research Service questioned whether the United States might
fall behind other countries by taking on the same market-based strategy it
had for previous generations of cellular technology. The US Congressional
Research Service suggests that Congress may want to include more cen-
tralized government planning when it comes to 5G, noting that Congress
should “monitor US progress on 5G deployment and technologies, consider
whether there is a need for more planning and coordination with indus-
try, and assess whether additional government involvement would help or
hinder the efforts of US companies in the global race to 5G” (Gallagher and
DeVine 2019, 31).
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In February 2018 the FCC (2018) established a Strategic Plan for 2018-22,
which states that it will do the following:

e Maximize investment and promote light-touch regulation to facilitate 5G develop-
ment by devising rules that promote a light-touch regulation, facilities-
based competition, flexible use policy, and freeing up of spectrum to
encourage and facilitate the development of 5G networks.

e Promote investment in infrastructure and 5G networks by eliminating unneces-
sary administrative burdens to investment.

e Remove regulatory barriers to broadband deployment.

EXAMPLE 5: VIET NAM’s NATIONAL 5G STRATEGY

Among developing economies, Viet Nam was an early adopter of a National
5G Strategy. Viet Nam views harnessing innovative technologies such as 5G
as an important strategic task that can also aid labor productivity and eco-
nomic competitiveness. With ambitious targets for 2025, 2030, and vision to
2045 etched in Resolution 52-NQ/TW of 2019, which outlines the guidelines
and policies to actively participate in Industry 4.0, the Ministry of Planning
and Investment (2019) underscores the urgency of the need to deploy 5G
throughout the country and enable citizens” access to low-cost broadband
internet to accelerate socioeconomic development.

Additional examples of national 5G strategy documents in developing countries

Country Document title Link
Brazil Estratégia Brasileira de https://www.mctic.gov.br/mctic/export/sites/institucional
Redes de Quinta Geracdo /sessaoPublica/arquivos/estrategia5g/Documento-base-da
(5G) [Brazilian Strategy for -Estrategia-Brasileira-de-5G.pdf
Fifth-Generation Networks]
Colombia  Plan 5G Colombia https://www.mintic.gov.co/portal/604/articles-118058
_plan_5g_2019120.pdf
Georgia 5G gob30msMmgonlL https://comcom.ge/uploads/other/3/3939.pdf
bgm3gbymodnL bhMsHggno
[5G Development Promotion
Strategy]
Malaysia National 5G Task Force Report  https://www.mcmc.gov.my/skmmgovmy/media/General/pdf
/The-National-5G-Task-Force-Report.pdf
Philippines Philippine Roadmap for 5G https://ictecosystem.org.ph/wp-content/uploads/2019/05
Technology /Project-Profile_5G_fy2019.pdf
Russian KoHuenust co3anus u https://digital.gov.ru/uploaded/files/kontseptsiya-sozdaniya
Federation passurus cereit 5G/IMT-2020 -i-razvitiya-setej-5g-imt-2020.pdf

B Poccuiickoii denepanun
[Concept for the creation and
development of 5G / IMT-2020
networks]

Note: 5G = fifth-generation mobile network technologies; IMT = international mobile telecommunications.
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Viet Nam'’s objective in embracing Industry 4.0 is to advance development
through a new growth trajectory and a robust digital economy underpinned
by science and technology, innovation, and a high-quality workforce. As
with other countries, emphasis is placed on the improvement of the quality
of life and welfare of the people.

As the resolution notes, Viet Nam plans to cover 100 percent of the coun-
try with 5G networks by 2030. The country has even more ambitious plans
for 2045, aspiring to become “one of the leading production and service cen-
ters, start-up and innovation centers of Asia’s leading group; have high labor
productivity, be capable of mastering and applying modern technology in all
fields of socioeconomic, environment, defense and security” (Government
of Vietnam 2019). The resolution also outlines the various aspects that the
government will address to meet these targets, including the following:

e Recognizing the true potential of 5G by raising awareness at the govern-
ment level and urgently and actively tackling the need to participate in
Industry 4.0.

e Building and developing a national innovation center by focusing on the core
technologies of Industry 4.0 and those with high levels of readiness,
such as information technology, electronics, telecommunications, net-
work safety and security, intelligent manufacturing, finance and banking,
e-commerce, digital agriculture, digital travel, the digital culture industry,
medicine, and education and training. This focus includes the following:

e [Improving the efficiency of public investments in research and development
through adopting best practices in management.

e Promulgating a system of national standards and requlation for the applica-
tion and development of these core technologies.

o Utilizing existing high-tech parks and testing zones to develop creative
start-up ecosystems and enterprises.

o [dentifying and supporting priority industries and technologies by creating a
favorable business environment, supporting infrastructure investment,
elevating human capital, and addressing public procurement practices.

o Actively participating in regional and global legal frameworks to develop hor-
izontal policies that enable the digital economy, including laws on data,
cybersecurity, digital identification, and authentication.

e Mobilizing resources to invest in scientific research, innovation, and technology by
facilitating foreign investment to provide capital funding to innovative
start-ups.
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The Path to 5G in the
Developing World

The global race for implementing 5G mobile technologies has seen countries riding a
new wave of wireless technologies. 5G—the next generation of mobile technologies—
can enable a significantly higher level of performance over 4G mobile communications,
providing a new layer of connectivity to support innovative, data-intensive applications.
With the estimated impact of 5G on global gross domestic product to be in the trillions
of US dollars, 5G’s deployment will drive innovation, job creation, worker productivity,
and competitiveness across various sectors. Several use cases are already being tested,
and deployment is under way in many countries.

For some countries, 5G may seem a distant future prospect given the costs of
infrastructure deployment and the need for expensive handsets; for other countries, 5G
is an on-ramp to Industry 4.0 and has been folded into national strategy planning. 5G
trials, pilots, and commercial deployments have been progressing around the world,
but most deployments are in higher-income countries. Significant barriers remain for
developing countries, many of which pertain to the challenges faced by the broader
telecommunications sector and all of which threaten to further widen the digital divide
and limit access to the economic opportunities that 5G connectivity enables.

What does this reality mean for developing countries, and how can national
governments prepare? The Path to 5G in the Developing World: Planning Ahead for a
Smooth Transition surveys the technical capabilities of 5G and explores how countries
can reach connectivity goals by using 5G as a layer of connectivity along with 4G
and other technologies. This report also provides a guide for policy makers to better
understand the opportunities, challenges, and risks posed by 5G so that they can
plan for a policy and regulatory ecosystem that supports the path to advanced mobile
network deployment, access, and adoption.
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